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ABSTRACT

Adeepneuralnetworkisusedtodevelopacovertcommunicationandtextualdataextractionstrategy
basedonsteganographyandpicturecompression.Theoriginalinputtextualimageandcoverimage
arebothpre-processedbeforethecoverttext-basedpicturesareseparatedandimplantedintothe
leastsignificantbitofthecoverobjectpictureelementusingspatialsteganography.Followingthat,
stego-imagesarecompressedandtransformed(byusingLehtransformation)toprovideahigher-
qualityimagewhilealsosavingstoragespaceatthesender’send.Afterthat,thestego-imagewill
betransmittedtothereceiveroveracommunicationlink.Atthereceiver’send,steganographyand
compression are then reversed.Thiswork contains aplethoraof issues,making it an intriguing
subjecttopursue.Themostcrucialcomponentofthistaskischoosingtherightsteganographyand
picturecompressiontechnology.Theproposedtechnology,whichcombinespicturesteganography
withcompressionandtransformation,delivershigherpeaksignal-to-noiseefficiency.
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1. INTRoDUCTIoN

Steganographygets its name froma combinationof twoGreekwords: ‘steganos,’whichmeans
“covered,”and“graphia,”whichmeans“writing.”.Steganographytooknumerousforms,including
embeddingamessageinastamp,nullcypher,andmorsecode,amongothers.Beforedigitization,
individualsusedafewsignificantsteganographytechniques.Theamountofdatabeingsharedvia
theinternetfromoneareatoanotherisincreasingatanexponentialrate,farbeyondeventhemost
optimisticpredictions.Asaresult,theneedforcooperationinformationwillexpandintandemwith
theneedfordataprotection.Steganographyisincrediblysignificantintheconveyanceofencrypted
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information.Steganographyisatechniqueforhidinginformation(Dan,Grois&Ofer,2013)within
theordinarytransmission.Thechangesinthesecretemessagecarrier(Stego)isinsignificantandis
oftennotnoticeablebythenickedeyes,thusthismaketheinterceptionofthemessageoftendifficult
byintruder(Napoleonetal.,2012).

Theuseofelectroniccommunicationanddigitalizationtoencryptamessageandthenhide
itinelectroniccontentisknownasmodernsteganography(Cherian&Sullivan,2019).Thetwo
mostcriticalaspectsofanycontemporarysteganographicsystem(Sah&Jha,2018)appearto
beencodinganddecodingmechanisms.Thestegoimagewascreatedusinganembedprocedure.
Thesteganographicimagecanalsobefedintoanimagecompressionalgorithm,whichyields
acondensedstegoimage(Kaur,Kuldeep&Kaur,2020)thatcanbeeasilytransmittedovera
network.With such a narrow rangeof coded language, the compressionof stegopictures is
regulatedusingrestrictivecodeandtechnology,demandinga trade-offbetweencompression
ratiosandmistakerate.Compressiontechnologyhasbecomemorebeneficialasonlinestorage
has become more popular. Information compression is an important aspect of computer
technologybecause it lowers thecostsofdata transmissionandstoragevia the internet.The
goalofcompressionistoreducethenumberofbitsrequiredtodescribeinformation,lowering
transmission speeds (Babu & Alamelu, 2009).With information reduction, it will be almost
impossibletoinstalltechnologylikestreamingcontent.Compressiontechniques(Yangetal.,
2019)issometimesknownassourceencoding.Compressing(Kanagaraj&Muneeswaran,2020)
isatechniqueforreducingthevolumeofoneormoreitemstomakethemmoremanageable.
Informationcompression’sprimarygoalistoremoveduplicationindatastoredorcommunicated
overanetwork,resultinginlowerresourceconsumptionandhigherinformationdensity.Thetwo
mostcommonformsofinformationcompressionalgorithmsarelosslessandlossycompression,
asshowninFigure1.Aftersuchalayeredprocedure,includinginsertion,astego-imagewould
havebeensenttotheoppositespectrumoverthesecurecommunicationchannel.Thecalculation
result indicates that the recommended techniqueoutperformsa standardprocess in termsof
performanceindicatorssuchaspeaksignal-to-noiseratioandstructuralsimilarityindex-based
measurements(Pandeyetal.,2021).

Figure 1. Classification of Compression Techniques
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