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ABSTRACT

Human verification is important to avoid spamming over the internet. The internet has grown
tremendouslyinthelastdecade.Introductiontopreferencepersonalizationmakestheusersexperience
andattractmorepeople.Thishasdeemeditnecessarytoverifythatsomeoftheactionsarecarried
outbyahumanratherthanacomputerprogram.MethodslikeCaptchaandReCaptchahavebeen
extensivelyused toovercome thischallenge,butwith theadvancements inmachine leaningand
artificialintelligence,thesetechniqueshavestartedtobecomeobsolete.So,toaddressthisissue,the
authorsproposeaphase-basedhumanverificationprocessusingacombinationofneuralnetwork
andmachinelearning.
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1. INTRodUCTIoN

Verifyingausertobehumanhasbeenalongrequirementinthecomputerworldandinformation
technology.Advancementsintechnologyhaveeasedtheprocesstocreateautomationscriptsand
programs that can perform varied operations. Automation makes the process doing tedious and
repetitivetasksquick,errorfreeandaccurate,butitcanoftenbeusedformaliciouspurposes.An
automationprogramcanbeexecutedtosignupalotofaccountsonsomesocialnetworkingplatform
andusethemtogrowsomeone’sfollowers.Henceitisvitaltodetectifanactionoratransactionis
beingcariedoutbyamachineorahuman.

Severalstrategieshavebeeninventedovertheyearstoverifyiftheuserisahumanorabot.
ThemostpopularofthoseisCAPTCHAwhichdistinguishesbotfromhumansbycreatingwords
incamouflageinanimagethatcanonlybeunderstoodbyaperson.Anothervariationofitiscalled
reCAPTCHA,whichusedimagestorealizethesametargetbutusingaskinguserstoselectimages
ofaparticularobjectorthing.

Although effective but these techniques have now started to become outdated and can be
outsmarted by the modern bots. There are already many tutorials and videos posted by various
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peopleonhowtheseverificationprogramscanbebypassed.Also,thesignificantgrowthinartificial
intelligenceandmachinelearninginthelastdecade,willrenderedthesemethodsobsoleteinnot-so-
distantfutureandwillneedtobereplaced.

Therehavebeensomeinventionstocreatealternativestotheexistinghumanverificationmethods.
In(Moradi&Keyvanpour,2015), theauthor listsdownthedifficultieswith theexitingCaptcha
methodsandalsodiscussesothertechniquesofhumanverification.Onesuchtechniquescallediscalled
rtCAPTCHA(Uzun,2018),thatusesfacialandvoicetodistinguishagenuineuserfromaprogram.

Inthispaperweproposeanewmethodforhumanverificationthroughdigitalimageprocessing.
Weaimbuildamethodtoconfirmthattheinteractionistakingplacewithahumanbyleveraging
thecamerasandwebcamsontheirdevices.

2. LITeRATURe ReVIew

Firstly,weaimtostudyandunderstandhowthecurrentversioninactuallyattacked.Theconceptof
captchawasintroducedin2000andtechnologyhastakenamassiveleapsincethen.Evenbeforethe
machinelearningera,allthatwasneededtoovercomeatraditionaltext-basedcaptchawasadecent
enoughOCR.

In(Yan&ElAhmad,),anattackonMicrosoft’scaptchawasconductedtotestitsstrength.Itwas
foundthatitcanbeattackedusingacheapattackbasedonsegmenting.Amoreefficientattackonthe
yahoocaptchaisdescribedin(Gaoetal.,2012).Althoughtheattackspecifiedinthispublicationis
performedonthecaptchafromoneprovider,theconceptcanbeappliedtoanothercaptchaprovides
likegoogleandMicrosoft.

Theonlywaycaptchasareabletodefendagainsttheseattacksisapplyingbackgroundnoiseand
makethecharactersmoreunreadable.ThismightworkagainstasimpleOCRbutagainstaprogram
thatleveragesmachinelearning,eventheseenhancementsmaynotbeenough.Anexperimentalstudy
isdoneconductedin(Alqahtani&Alsulaiman,2020),whereattacksusingmachinelearningwere
performedonGooglereCAPTCHA.Theexperimentshowedhoweasilymachinelearningcanbe
usedtoattackexistingcaptcha.(Wangetal.,2019)showhowadeepCNNprogramcanbetrained
to identifydifferentvariationofacaptcha.Themostcompletesolutionispresentedin(Wanget
al.,2020).Theneuralnetworkdevelopedbythismethodwastestedon20+captchavariationsand
yieldedaresultofover95%.

Asmentionedbeforetherehavebeentechniquesdevelopedtoovercomethischallenge.Another
attemptforcaptchaismentionedin(Almazyadetal.,2011),whereacombinationofanimageand
textareusedtomaketheprocessdifficultforabot.Anothervariationisdesignedtousecharacters
in3Dshapesin(Imsamai&Phimoltares,2010).AlthoughitmaybeeffectiveagainstanOCRbuta
NNcaneasilybedesignedtobeatthisvariation.

Atext-basedcaptchaarebasicallytestingtheuser’sabilitytocomprehenddistortedtext,buta
someotherimplementationhavebeenproposedtotestauser’scognitiveskills.In(Gao,2010),the
captcharequiresausertosolveasimplejigsawpuzzle.In(Vikrametal.,),theuserisaskedtomap
semanticallysimilarimages.In(Goswamietal.,2014),auserisaskedtoselectfaceofrealperson
fromasetofpicturesthatalsoincludedanimatedandcartoonfaces.

Ourimplementationwillbeusingtheface/handdetectionforhumanverification.Itwillconsist
oftwophases-HumanDetectionPhaseandVerificationPhase.FortheHumanDetectionPhase,one
layerwillbeimplementedusingHAARcascadesandanotherlaterwithaNeuralNetwork.Oneof
themosteffectiveimplementationoffacedetectionisMTCNN(Zhangetal.,2016),whichisableto
simultaneouslyalsodetectfacefeatureswithhighperformance.In(Navabifar,2011),theauthorstest
4differentCNNalgorithmsforfacedetection.AnRCNNisusedin(Sunetal.,2018)and(Jiang&
Learned-Miller,2017),thatyieldsquickresultsforfacedetection.Adifferentapproachisdescribed
in(Farfadeetal.,2015),whichdoesnotrelyonfacefeaturetodetectfaces,infactitonlyrequiresa
singlemodeltobeabletodetectfaceindifferentorientations.
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