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ABSTRACT

Internet technology and its infrastructure are getting more and more into our lives. In parallel with
this, there is an increase in the number of phishing attacks that rely on fake/deceptive domain names.
Web-based phishing attacks aim at obtaining users’ (individual/corporate) personal and/or financial
information by using fake domain names. Within the scope of this chapter, firstly, phishing attacks are
explained. How they are prepared and implemented is examined. Then, the steps to be taken to detect
fake domain names to which users are directed are examined.

INTRODUCTION

With the emergence of internet technologies in all areas of life, the number of attacks has begun to
increase rapidly. Identity theft has emerged as a type of attack with many financial, military and com-
mercial goals. Web phishing attacks, on the other hand, have become one of the most used methods for
identity theft. Phishing attacks carry out these attacks by convincing that the web application they are
in is real and they can cause great harm to both the relevant users and the targeted institutions such as
the loss of reputation and money (Kalayci, 2021).
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Table 1. Web phishing statistics Q1 2021

Number of January February March
Number of unique phishing sites detected 245,771 158,898 207,208
Number of unique phishing email headers 172,793 112,369 39,918

Number of brands targeted by phishing

. 430 407 465
campaigns

As the internet usage and internet fraud headlines reflected in the news increase, users’ interest in this
subject also increases. For this reason, attackers are using more sophisticated and convincing methods
for phishing attacks every day. According to the Anti-Phishing Attack Working Group (APWG) 2021
Q1 report, the number of unique phishing sites detected on the Internet has reached 611,877 in total.
Table 1 reveals the magnitude of the threat (Anti Phishing Work Group, 2021).

In phishing attacks, attacks are prepared using different methods, depending on the target population/
institution and the desired result. Although the used methods vary, the main point where the attackers
build the attack is the domain name. Web phishing attacks are widely used today to deceive end users
and seize their information. Therefore, it is imperative for institutions to take measures against these
attacks. For individuals, the high probability of success of these attacks and the scarcity of measures
should also be taken into account. With on-site detection and notification, end-users’ exposure to these
attacks can be minimized.

In phishing attacks, while transitioning from the planning stage to the application/campaign stage,
fake domain name registrations are made, similar to the real domain name, according to the target in-
stitution/population. It is important that these records are identified quickly and consistently around the
world. Findings need to be delivered to institutions and end users as quickly as possible and ready for
use. In this regard, the purpose of this research is to analyze the phishing attacks carried out using fake/
imitation domain names and to provide the necessary technical information to detect the relevant domain
names that form the cornerstone of these attacks in order to prevent them. This research does not cover
all the methods of phishing attacks and focuses on the correct and accurate detection of domain names
used in phishing attacks using a novel algorithm. However, due to the nature of the Internet, like defense
methods, attack methods are also developing and evolving.

IDENTITY THEFT AND WEB PHISHING ATTACKS

Identity theft is a malicious behavior that has existed since ancient times. With the widespread use of
information systems, we have new identities in almost every medium. This can sometimes refer directly to
our official identity as well as social media, online gaming etc. It can also belong to a virtual personality
that does not actually exist on platforms. These identities carry characters that have both material and
spiritual reflections. Identity theft is generally defined as the unauthorized use of information describing
an individual/institution, in whole or in part, by another without the consent of him or a legal authority
(Newman, 2005). Modern identity thieves try to obtain all kinds of information that represents us in the
digital environment. Such information may include but not be limited to:
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