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ABSTRACT

Use of social media and other technologies like phone- and computer-based cameras is widespread 
among both youth and young adults in the U.S. Yet, these technologies also present opportunities for 
child victimization and exploitation. Unlike forms of exploitation that occur in a face-to-face context, 
these crimes are difficult to detect and more so to prosecute. Offenders and victims may not even reside 
in the same country. This chapter defines online child sexual exploitation, describes the law regarding 
these activities, details what is known about victims and offenders, and highlights current efforts towards 
prevention and intervention. Challenges in detection and prosecution are also discussed.

INTRODUCTION

Use of technology including smartphones and social media is extremely common among youth. In a 
2018 poll by the Pew Research Center, 85% of teens ages 13 to 17 reported that they used YouTube 
(Anderson & Jiang, 2018). In the same poll, 72% of teens reported using Instagram, 69% reported using 
Snapchat, 51% reported using Facebook, and 32% reported using Twitter. Use of web-based technology 
among juveniles increased sharply in recent years. In 2015, about three-quarters of teens had a smart-
phone or access to a smartphone (Lenhart, 2015). In 2018, more than 95% of teens had a smartphone 
or easy access to one (Anderson & Jiang, 2018). About 88% had access to a desktop or other form of 
home computer. Social media use has also evolved. In 2015, Facebook was the most common social 
media platform used by teens (Lenhart, 2015). In 2018, Snapchat became more popular among teens, 
though Facebook use remained more common among low-income youth (Anderson & Jiang, 2018). 
Teens today use a variety of social media and other web-based platforms to communicate, learn more 
about the world, and entertain themselves (Anderson & Jiang, 2018; Lenhart, 2015). Teens also spend a 
substantial portion of their time online. In 2018, 45% of teens reported that they were nearly constantly 
online (Anderson & Jiang, 2018). That figure was only 24% in 2015 (Lenhart, 2015).

Web-Based Child 
Sexual Exploitation

Lacey Nicole Wallace
Penn State Altoona, USA



592

Web-Based Child Sexual Exploitation
 

Unfortunately, use of social media and other technologies can place teens and other juveniles at 
risk for sexual exploitation. One example is sexting, a trend that has grown in popularity among youth. 
Across 39 studies, an average of 15% of juveniles reported sending a sexually explicit text message to 
someone (Madigan, Ly, Rash, Ouytsel, & Temple, 2018). More than a quarter, 27%, reported receiving 
a sexually explicit text message. Once sent, juveniles risk having the sext forwarded to other juveniles 
or adults, or posted online, without their consent. Roughly 12% of juveniles reported forwarding sexts 
without consent (Madigan et al., 2018). In some cases, commonly termed revenge porn, the forwarded 
content is used to bully, embarrass, or intimidate the youth involved.

The web can also be used as a tool to engage in other forms of child sexual exploitation, such as 
child pornography or child prostitution. This chapter explores this topic with the following objectives:

• Define child sexual exploitation and its various web-based forms
• Detail the state, Federal, and international laws prohibiting child sexual exploitation
• Outline what is known about victims and offenders
• Describe current initiatives to prevent or detect web-based child sexual exploitation

Additionally, this chapter describes difficulties in prosecution and detection as well as areas where 
further investigation is needed.

DEFINING CHILD SEXUAL EXPLOITATION

The Federal Bureau of Investigation (FBI) defines the term exploitation as “the act of taking advantage 
of something; esp., the act of taking unjust advantage of another for one’s own benefit.” Since the defi-
nition is vague, many activities involving children (youth under age 18) can be classified as criminal 
exploitation, including sexual abuse and rape. Many examples in this chapter fall under the category of 
commercial sexual exploitation of children (CSEC). CSEC refers to sexual exploitation of children for 
either financial benefit or in exchange for items or services that hold a value of some sort. Examples 
of CSEC and other forms of child sexual exploitation that can be facilitated through the web include:

• Child pornography production and distribution
• Child prostitution
• Transporting children for the purpose of prostitution (also termed sex trafficking)
• Webcam child sex tourism (WCST)
• Online child sexual exploitation (OCSE)

These terms cam be somewhat confusing since countries and other sources sometimes disagree on 
definitions. Additionally, some forms of CSEC can occur in person while others require no face-to-face 
contact.

Child Pornography

In the U.S., Federal law defines child pornography as “any visual depiction of sexually explicit conduct 
involving a minor.” (Department of Justice, 2015c) Child pornography can come in many forms including 



 

 

12 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/web-based-child-sexual-exploitation/301173

Related Content

E-Banking Frauds: The Current Scenario and Security Techniques
Sandal Azhar, Manisha Shahiand Vikas Chhapola (2020). Encyclopedia of Criminal Activities and the Deep

Web (pp. 905-918).

www.irma-international.org/chapter/e-banking-frauds/248092

The Emerging Threats of Web Scrapping to Web Applications Security and Their Defense

Mechanism
Rizwan Ur Rahman, Danish Wadhwa, Aakash Baliand Deepak Singh Tomar (2020). Encyclopedia of

Criminal Activities and the Deep Web (pp. 788-809).

www.irma-international.org/chapter/the-emerging-threats-of-web-scrapping-to-web-applications-security-and-their-

defense-mechanism/248084

Game Console Protection and Breaking It
Nezer Jacob Zaidenberg (2020). Encyclopedia of Criminal Activities and the Deep Web (pp. 449-461).

www.irma-international.org/chapter/game-console-protection-and-breaking-it/248060

Will Teachers Shoot?: An Analysis of the Prospects of Arming Classroom Teachers in an

Attempt to Stop School Shootings
Howard A. Kurtz (2020). Handbook of Research on Mass Shootings and Multiple Victim Violence (pp. 307-

324).

www.irma-international.org/chapter/will-teachers-shoot/238582

Left-Wing Extremism From the Indian Perspective: An Econometric Interpretation
Sovik Mukherjee (2020). Encyclopedia of Criminal Activities and the Deep Web (pp. 93-107).

www.irma-international.org/chapter/left-wing-extremism-from-the-indian-perspective/248034

http://www.igi-global.com/chapter/web-based-child-sexual-exploitation/301173
http://www.irma-international.org/chapter/e-banking-frauds/248092
http://www.irma-international.org/chapter/the-emerging-threats-of-web-scrapping-to-web-applications-security-and-their-defense-mechanism/248084
http://www.irma-international.org/chapter/the-emerging-threats-of-web-scrapping-to-web-applications-security-and-their-defense-mechanism/248084
http://www.irma-international.org/chapter/game-console-protection-and-breaking-it/248060
http://www.irma-international.org/chapter/will-teachers-shoot/238582
http://www.irma-international.org/chapter/left-wing-extremism-from-the-indian-perspective/248034

