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ABSTRACT

ThecybersecuritycapabilitiesofClass1medicaldevicesmustbeseriouslyaddressedwhen the
industrymovestowardIndustry4.0.ManyU.S.manufacturersarenotcommittedtocybersecurity
riskmanagementbecausetheypursuelowercostandshorterproductlifecycles,donothavesufficient
knowledge of operating environments of hospitals, have defensive attitudes toward vulnerability
disclosure,andreapquickbenefits fromthe low-trust levelamongstakeholdersand theunequal
power between manufacturers and distributors. Only a few large U.S. manufacturers of medical
deviceshavesetuprobustsecureplatformsandinteroperableoptimalstandardsthatcanelevatethe
securitypracticesofentireglobalsupplychainofClass1devices.Manysmallandmedium-sized
enterprisesinsideandoutsidetheU.S.needtobeequippedtoco-fostercybersecurityvalueswith
largemanufacturersthroughthecoordinationbetweengovernmentandindustryregulationsandthe
supportofinternationalorganizationsandlocalgovernmentpolicies.
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INTRoDUCTIoN

Thepromisesofhavingmorepatient-centric,accessible,andcosteffectivehealthcarecanonlybe
realizedthroughthewell-governanceofcybersecurityinfrastructures,policies,andpracticesinthe
globalsupplychainofmedicaldevices(Bartlett,Somauroo,Zerbi,2021;Chiuetal.,2017;Deloitte
Centerforhealthsolutions,2018;FoodandDrugAdministration[FDA],2016;Fu,2014;General
Electric,2021;Loffler&Tschiesner,2013;NationalInstituteofStandardsandTechnology[NIST],
2017;TheEconomist,2017;Schwartz,2016;Siemens,2020;Sogeti,2017;WoodsideCapitalPartners,
2017).Cybersecurityriskmanagementisregardedasasharedresponsibilityamongstakeholders,
includingmanufacturers,users,informationtechnologyvendors,andhealthcaredeliveryorganizations
(Healthcare&PublicHealthSectorCoordinatingCouncils,2019).Manufacturersareexpectedto
respectindustry-self-regulationswhichmonitorthecybersecurityoftheentiresmartproductlife-cycle
process(FDA,2016).However,thereisagapbetweentheexpectedbehaviorofU.S.medicaldevices
manufacturersandtheiractualpracticesindesigningandimplementingasecureembeddedsystem
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(Cooper,2016;PonemonInstitute,2017).Medicaldevicesmanufacturersareexpectedbygovernment
regulatorstoknowhowtodesignandimplementasecureembeddedsystem“thattypicallymust
providemultiplefunctions,securityfeatures,andreal-timeguaranteesataminimumcost”(Sadeghi
etal.,2015,para.3).Thesemanufacturersmustmonitortheperformanceoftheirsmartproductsinthe
handofhealthcareproviders,bewillingtotakepredictivemaintenance,andassessthevulnerability
ofthedeviceswhentheyareinstalledinthesystemofhealthcareproviders(Kobes,2014;Schwartz,
2016).Unfortunately,cybersecurityisnottreatedasthefirst-priorityinthedesignprocessofmany
manufacturersofmedicaldevices(Cooper,2016)intheexistingsocialandlegalsystems(Doehmann,
2016).PreviousempiricalstudiesfoundthatmanyleadingU.S.medicaldevicesmanufacturersdo
notwanttopayforthecostofmanagingcybersecurityrisk,andmayattempttoshiftthecosttosmall
andmediumdistributorsoutsideoftheUSA(Lam&Wong,2018).

ThefewglobalmedicaldevicesmanufacturersthathavedevelopedtheirstrategiestowardIndustry
4.0(i.e.,thefourthindustryrevolutionthatisdrivenbytheinternetofmedicalthings[IoMT],big
data,artificialintelligence[AI],mobileapplications,robotics,andadvancedsensors)tendtofocus
onthecybersecurityoftheirsmartproductionprocessratherthantheentireproductlife-cycleof
thesmartproducts(GeneralElectric,2021;Siemens2021).Theycaneasilyignorethefactthatone
medicaldevicecankeepitsfunctionwhilebeingusedtobreakdowntheusers’operatingsystem.
Forexample,Class1products,whichareexemptedfromFDAapproval,canbeanentrypointofa
cyberattack(Wellington,2014).Giventhestatedproblematics,theauthorsofthispaperexplorethe
socialconditionsforbettercybersecurityriskmanagementinentireglobalsupplychainofClassI
medicaldevicesandrecommendspecificsolutionsandfutureresearchtoenhancethecybersecurity
capabilitiesof theentireglobalsupplychain.Threeessentialresearchquestionsguidethestudy:
(1)What factors lead theseU.S.manufacturesofmedical devicesnot to invest in cybersecurity
management? (2) Under what conditions will U.S. medical devices manufacturers develop their
cybersecuritycapabilities? (3)Howcan small andmedium-sizedenterprisesoutsideof theU.S.
(e.g.,OEM)contributetothecybersecurityriskmanagementinanincreasinglyintegratedglobal
supplychain?Thisarticleproceedswithfoursections.Thefirstsectiondescribesthecomplexityof
themedicaldeviceecologyandcybersecurityriskmanagement;thesecondsectiondescribesthe
methodology.Thethirdsectionanswerstheresearchquestions.Thefourthsectionproposesfuture
research,andthefifthsectionconcludeswithcontributionsandrecommendations.

THe INDUSTRy oF MeDICAL DeVICeS AND 
CyBeRSeCURITy RISK MANAGeMeNT

Themedicaldeviceindustryishighlyregulated,concentrated,anddiversifiedintermsofchannel
members’relationships.Thirtypercentofmultinationalmedicaldevicefirmscontrol70%of the
globalmarketshare.TheU.S.medicaldevicemarket(i.e.,$156billion)accountsfor40%ofthe
globalmarket in2017and is expected togrow to$208billionby2023.U.S. exportofmedical
devicesexceeded$43billionin2018(SelectUSA,2021).Therearemorethan6500medicaldevice
manufacturersintheU.S.,andmanyofwhicharesmallandmedium-sizedenterprises.Thereare
morethan500,000medicaldevicesintheindustry.Theyareintrinsicallydiverseintheirdesign,
usage,implementation,andapplication.Theindustryisdiversifiedandrangesfromsimplecotton
tocomplicatedimplantablecardioverterdefibrillators.Theproductlifecycleofeachdevicecanbe
significantlydifferentothermedicaldevice.Thefollowingsectionwillreviewthedefinitionsand
classificationsofmedicaldevices,FDAcybersecurityriskmanagement,andtheopportunitiesand
challengesofmanufacturersinthecybersecurityriskmanagementinIndustry4.0.

Definitions and Classifications of Medical Devices
World Health Organization [WHO] (2017) defines medical devices as “an article, instrument,
apparatusormachinethatisusedintheprevention,diagnosisortreatmentofillnessordisease,or
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