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ABSTRACT

Internet of things (IoT) is ready to change human life and release tremendous financial benefits. It may 
be that lack of information security and the belief of the current IoT are actually restricting its selection. 
Blockchain changes in an appropriated and secure record holds reliable records of information in vari-
ous areas and possibly resolves information security concerns in the IoT system. This chapter presents a 
thorough review on the existing blockchain progress with an accent on IoT applications. The authors first 
give an overview of blockchain architecture including blockchain technologies and key characteristics 
of blockchain. The authors then discuss the blockchain for the internet of things including blockchain 
for IoT: technologies. Furthermore, they list some challenges and problems that will hinder blockchain 
development and summarize some existing approaches for solving these problems. Some possible future 
directions are also discussed. Future research bearings are ordered for a viable mix of blockchains in 
the IoT system.

INTRODUCTION

A blockchain is a decentralized, distributed database that is used to maintain a continuous growing list of 
records, which is called a block. This is a digital ledger of records which is shown in a network to capture 
transactions between different parties. For use as a distributed ledger, a blockchain is autonomously man-
aged by a peer-to-peer network, which adheres to a protocol for inter-node communication and validates 
new blocks and after its creation includes all transactions. Each block contains a cryptographic hash of 
the past block, a timestamp, and exchange information. All members like businesses or people, utilizing 
the common database are “hubs” associated with the blockchain each keeping up an indistinguishable 
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duplicate of the record. Each section into a blockchain is an exchange and all these exchanges show a 
trade of significant worth among members (i.e., an advanced resource that demonstrate rights, commit-
ments or proprietorship). By and by, a wide range of sorts of blockchains are being developed and tried. 
Nonetheless, most blockchains pursue this essential system and approach. When one member needs to 
make an exchange with another, the various hubs in the system speak with one another utilizing a pre-
decided component to watch that the new exchange is legitimate.

This mechanism is referred to as an assent calculation. When a transaction has been acknowledged 
by the system, all duplicates of the record are refreshed with the new data. Different exchanges are gen-
erally joined into a “hinder” that is attached to the record. Each square contains data that alludes back 
to past squares and along these lines all squares in the steel together in the dispersed indistinguishable 
duplicates. Taking an interest hub can include new, time-stepped exchanges, however, members can’t 
erase or adjust the passages once they have been approved and acknowledged by the system. On the off 
chance that a hub changed a past square, it would not synchronize with the remainder of the system and 
would be prohibited from the blockchain. A legitimately working blockchain is in this manner change-
less in spite of coming up short on a focal head.

Blockchain Architecture

According to Lee KuoChuen, D. et al. (2015), Blockchain is a series of blocks, which carries a complete 
list of transaction records like a traditional public ledger. Figure 1 outlines the case of a blockchain. Each 
block indicates the immediately previous block via a reference that is fundamentally a hash value of the 
previous block known as parent block. According to Buterin, et al. (2014) it is worth noting that uncle 
blocks (offspring of the block’s predecessor) hashes will likewise be stored in ethereum blockchain. 
The initial block of a blockchain is known as genesis block which has no parent block. The author then 
presents the block structure in section 2.1, digital signature working in section 2.2. Additionally, authors 
also give a precise of blockchain key attributes in section 2.3. Also, Blockchain taxonomy is shown in 
section 2.4.

Block

A block comprises of the block header and the block body as mentioned in Figure 2. In particular, the 
block header includes:

1.  Block version: implies which set of block validation rules to pursue.
2.  Parent block hash: it is 256-bit hash values that indicate to the previous block.
3.  Merkle tree root hash: the hash value of all the transactions in the block.

Figure 1. Sequence of blocks.



 

 

16 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/a-novel-survey-on-blockchain-for-internet-of-

things/310439

Related Content

Infrastructure Cyber-Attack Awareness Training: Effective or Not?
Garry L. White (2022). International Journal of Information Security and Privacy (pp. 1-26).

www.irma-international.org/article/infrastructure-cyber-attack-awareness-training/291702

A Survey of Security Standards Applicable to Health Information Systems
Francis Akowuah, Xiaohong Yuan, Jinsheng Xuand Hong Wang (2013). International Journal of Information

Security and Privacy (pp. 22-36).

www.irma-international.org/article/a-survey-of-security-standards-applicable-to-health-information-systems/111274

Adaptive Deep Rider LSTM-Enabled Objective Functions for RPL Routing in IoT Applications
 Chaudhari D. A., Dipalee A. Chaudhari, E. Umamaheswariand  Umamaheswari E. (2022). International

Journal of Information Security and Privacy (pp. 1-17).

www.irma-international.org/article/adaptive-deep-rider-lstm-enabled-objective-functions-for-rpl-routing-in-iot-

applications/285583

Evolution of Business Intelligence
Cynthia Maria Montaudon Tomas, Anna Amsler, Ingrid N. Pinto-Lópezand Ivonne M. Montaudon-Tomás

(2024). Strengthening Industrial Cybersecurity to Protect Business Intelligence (pp. 57-80).

www.irma-international.org/chapter/evolution-of-business-intelligence/339292

Risk Assessment and Real Time Vulnerability Identification in IT Environments
Laerte Peotta de Meloand Paulo Roberto de Lira Gondim (2012). Information Assurance and Security

Technologies for Risk Assessment and Threat Management: Advances  (pp. 229-253).

www.irma-international.org/chapter/risk-assessment-real-time-vulnerability/61226

http://www.igi-global.com/chapter/a-novel-survey-on-blockchain-for-internet-of-things/310439
http://www.igi-global.com/chapter/a-novel-survey-on-blockchain-for-internet-of-things/310439
http://www.irma-international.org/article/infrastructure-cyber-attack-awareness-training/291702
http://www.irma-international.org/article/a-survey-of-security-standards-applicable-to-health-information-systems/111274
http://www.irma-international.org/article/adaptive-deep-rider-lstm-enabled-objective-functions-for-rpl-routing-in-iot-applications/285583
http://www.irma-international.org/article/adaptive-deep-rider-lstm-enabled-objective-functions-for-rpl-routing-in-iot-applications/285583
http://www.irma-international.org/chapter/evolution-of-business-intelligence/339292
http://www.irma-international.org/chapter/risk-assessment-real-time-vulnerability/61226

