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ABSTRACT

The internet of things (IoT) is paving a path for connecting a plethora of smart devices together that 
emerges from the novel 5G-based applications. This evident heterogeneity invites the integration of diverse 
technologies such as wireless sensor networks (WSNs), software-defined networks (SDNs), cognitive ra-
dio networks (CRNs), delay tolerant networks (DTNs), and opportunistic networks (oppnets). However, 
the security and privacy are prominent conundrums due to featured compatibility and interoperability 
aspects of evolving directives. Blockchain is the most nascent paradigm instituted to resolve the issues 
of security and privacy while retaining performance standards. In this chapter, advances of blockchain 
technology in aforesaid networks are investigated and presented as means to be followed as security 
practices for pragmatically realizing the concepts.
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INTRODUCTION

All the discussed variants of this chapter are the pioneer technologies that govern the emerging com-
munication based services and their applications. These directives were formed to address lacking 
aspects of different existing technologies with an improved perspective for elevating performance 
standards. Though, each distinct directive has limitations in security, where application of cumbersome 
but tamper-proof security mechanisms would obviously degrade the performance of them. Thus, there 
is a clear trade-off between latency and applicable security level. In addition, similar to most existing 
communication technologies or protocols, verifiable security is only credible with Trusted Third Parties 
(TTPs), or certificate authorities. Blockchain, in contrast, offers a decentralized approach that eliminates 
the TTP dependency. Moreover, the transparent yet tamper-proof mechanism in blockchain is enabling 
it to be adopted for diverse applications to secure their transactions. Thus, this chapter is focusing on 
the technologies of WSN, oppnets, SDN, CRN, and DTNs for adopting blockchain to their security 
limitations. The chapter is mainly categorized into the sections of WSN, SDN, CRN, DTN and oppnets, 
where various prevailing blockchain adaptations are discussed summarizing the best security practices.

BACKGROUND

Wireless Sensor Networks (WSNs) are basically ad hoc networks, amalgamating small devices embed-
ded with sensing capabilities deployed to monitor physical activities in the surrounding area of interest. 
These sensor nodes should have the characteristics of large coverage area, monitoring with high precision, 
self-organization, random deployment and fault-tolerance, etc. Due to the possibility of providing low 
cost solutions, nowadays Wireless Sensor Networks (WSNs) are getting more and more attention in many 
real-world applications. However, the dense deployment of many sensor nodes cause unique security 
challenges in its management. In the meantime, adaptation of many security protocols to overcome those 
challenges are not straightforward because of inherent limits for energy consumption at sensor nodes as 
well as availability of lower memory and storage space. Therefore, it is timely important researchers to 
discuss the trade-off between resource consumption minimization and security maximization in WSNs.

Flexibility is the key feature of Software Defined Networks (SDNs) that elevate its standards beyond 
the conventional networking infrastructures (Kreutz, Ramos, & Verissimo, 2013). This concept offers 
advanced network management capabilities to the network administrator by enabling configuration of 
networking instances independent of the hardware layer. Infact, diversification exhibited in network-
ing devices and their plethoric aggregate are contriving compatibility and interoperability debacles. In 
SDN, homogeneity of the both core and access networks are improved with standardizing the hardware 
specifications; and higher reliance on hardware based processing is transformed into an autonomous 
processing approach with software integration (Kumar et al., 2017). In fact, SDN envisages solutions 
for complex issues in traditional networking topologies and routing algorithms by integrating intel-
ligence to the control plane. In addition, this is a paradigm shift for network operators that eases their 
issues with hardware layer and the ability to advance networking features with novel requirements to 
broadened avenues. Apart from flexibility, main benefits of SDN can be specified as: cost effectiveness 
(monetary), centralization, higher throughput, dynamic nature that support higher mobility, low com-
munication latency, optimum network utilization, rapid and efficient load-balancing, fault tolerance, and 



 

 

25 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/blockchain-advances-and-security-practices-in-

wsn-crn-sdn-opportunistic-mobile-networks-delay-tolerant-networks/310492

Related Content

Performance Evaluation of Web Server's Request Queue against AL-DDoS Attacks in NS-2
Manish Kumarand Abhinav Bhandari (2017). International Journal of Information Security and Privacy (pp.

29-46).

www.irma-international.org/article/performance-evaluation-of-web-servers-request-queue-against-al-ddos-attacks-in-ns-

2/187075

Data Mining and Explorative Multivariate Data Analysis for Customer Satisfaction Study
Rosaria Lombardo (2011). Surveillance Technologies and Early Warning Systems: Data Mining

Applications for Risk Detection  (pp. 243-266).

www.irma-international.org/chapter/data-mining-explorative-multivariate-data/46814

Network Traffic and Data
Yu Wang (2009). Statistical Techniques for Network Security: Modern Statistically-Based Intrusion

Detection and Protection  (pp. 60-103).

www.irma-international.org/chapter/network-traffic-data/29695

Flood Risk Awareness: An Experiment Using School Students to Inform Families and Friends
Tiziana Guzzo, Fernando Ferri, Patrizia Grifoniand Katja Firus (2012). International Journal of Risk and

Contingency Management (pp. 49-63).

www.irma-international.org/article/flood-risk-awareness/65731

Secure and Robust Telemedicine using ECC on Radix-8 with Formal Verification
Gautam Kumarand Hemraj Saini (2018). International Journal of Information Security and Privacy (pp. 13-

28).

www.irma-international.org/article/secure-and-robust-telemedicine-using-ecc-on-radix-8-with-formal-verification/190853

http://www.igi-global.com/chapter/blockchain-advances-and-security-practices-in-wsn-crn-sdn-opportunistic-mobile-networks-delay-tolerant-networks/310492
http://www.igi-global.com/chapter/blockchain-advances-and-security-practices-in-wsn-crn-sdn-opportunistic-mobile-networks-delay-tolerant-networks/310492
http://www.irma-international.org/article/performance-evaluation-of-web-servers-request-queue-against-al-ddos-attacks-in-ns-2/187075
http://www.irma-international.org/article/performance-evaluation-of-web-servers-request-queue-against-al-ddos-attacks-in-ns-2/187075
http://www.irma-international.org/chapter/data-mining-explorative-multivariate-data/46814
http://www.irma-international.org/chapter/network-traffic-data/29695
http://www.irma-international.org/article/flood-risk-awareness/65731
http://www.irma-international.org/article/secure-and-robust-telemedicine-using-ecc-on-radix-8-with-formal-verification/190853

