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ABSTRACT

The major issues and challenges in blockchain over internet of things are security, privacy, and us-
ability. Confidentiality, authentication, and control are the challenges faced in security issue. Hence,
this chapter will discuss the challenges and opportunities from the prospective of security and privacy
of data in blockchain (with respect to security and privacy community point of view). Furthermore, the
authors will provide some future trends that blockchain technology may adapt in the near future (in brief).

1. INTRODUCTION

Blockchain introduced the world’s most famous cryptocurrency concept, bitcoin (Tomov, 2019). It is
an improvement on the ideals of a peer to peer network and creates a universal data set which can be
trusted by all users despite the fact that they do not trust each other. It creates a database or a record of
transactions that are shared, trusted and protected, where stable and encrypted copies of data are saved
on every node in the system. Financial incentives like native network tokens are applied onto the system
to make it more immune to faults and collision.
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Blockchain has been useful in other sectors of technology. For example, it has been implemented in
IoT to improve security and efficiency of IoT based devices. For example, in the agriculture industry,
research shows that Blockchain allows food to be tracked from farms to supermarkets in a few seconds.
So, it helps in reducing illegal harvesting and shipping scams (Hackernoon, n.d.a). It is also used to keep
tabs on overflowing commodities. This works on the principle that data tampering cannot take place
using Blockchain, thereby making hacking difficult. Using Blockchain in IoT has its own issue. Data
mining in Blockchain needs a large amount of computation and processing power. Most IoT devices do
not have the required power to do so.

Blockchain is also hinted to be able to improve security and efficiency in cyber physical systems. For
example, studies show that Blockchain can be used in autonomous automobile industry. A Blockchain
based database can be used to store the identity information of newly created vehicles (Dorri, Steger,
Kanhere et al, 2017). Thus, the information of newly created vehicles can be stored securely in an E-
wallet. The data stored cannot be tampered with and will be cryptographically verified. This will enable
the vehicle to communicate with a number of networks and thus pay bills, tolls, fines autonomously.

Blockchain technology has been used in social media and networks, to fix many issues. On social
media, fake news spreads as quickly as good content. Blockchain helps in fighting fake news using its
ledger system. Content and identification can be verified at any time. This also makes collection of data a
lot simpler. Blockchain also makes it possible to track data and monitor user interaction with the content.
This helps social media channels estimate the likes, shares and views more accurately.

In recent times, the popularity of crowdsourcing systems has increased massively despite the certain
privacy issues and challenges faced by it. Blockchain based crowdsourcing systems were employed to
solve the problem of small value transactions in crowdsourcing (Li et al., 2019). Similarly, the acqui-
sition and computation of data using some sensing devices to share the gathered data, also known as
crowdsensing has been growing in popularity in recent times. Blockchain, being a distributed database
in which data cannot be tampered, has the right characteristics to improve the security of crowdsensing
applications.Another important where Blockchain is used is the cloudlet (Xu et al., n.d.). Cloudlet is a
group of computer systems designed to swiftly render cloud computing resources to the users to enhance
the performance of multimedia applications. The security and integrity of the offloaded data that are
processed by cloudlets have to be preserved especially with the increasing user requirements of migrating
tasks. The characteristics of Blockchain prove to be favorable in these circumstances.

Blockchain is also used to improve security and trust in fog, edge and cloud computing. Fog comput-
ing is a decentralized computing foundation in which data, computation, storage and applications are
placed some place between the cloud and the source of data. Fog computing has a distributed architecture
and requires a technique to protect network resources and transactions. Similarly, edge is a distributed
structure in which data is computed at the edge of the network where generation of data takes place
instead of computing it in a centralized data processing repository.Cloud computing, is a technology that
makes computing services like database, storage, software and analytics available on the internet. For
these purposes, an equally distributed security structure is required. Blockchain is a distributed ledger
in which data cannot be tampered. So, it creates distributed trust and security.

Note that many useful/ possibleapplications of blockchain have been discussed in (Sawal et al., 2019).
Hence, now the remaining part of this chapter is organized as:

e  Section 2 discusses related work Blockchain technology and Blockchain enabled applications

1102



12 more pages are available in the full version of this document, which may
be purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/issues-and-challenges-privacy-security-and-

trust-in-blockchain-based-applications/310497

Related Content

Performance and Scalability Assessment for Non-Certificate-Based Public Key Management in
VANETs

Pei-Yuan Shen, Maolin Tang, Vicky Liuand William Caelli (2012). International Journal of Information
Security and Privacy (pp. 33-56).
www.irma-international.org/article/performance-scalability-assessment-non-certificate/64345

Research Findings in the Domain of Security Assurance in DevOps
Dennis Verslegers (2021). Strategic Approaches to Digital Platform Security Assurance (pp. 322-377).
www.irma-international.org/chapter/research-findings-in-the-domain-of-security-assurance-in-devops/278813

Spam Classification Based on E-Mail Path Analysis

Srikanth Palla, Ram Dantuand Jo&o W. Cangussu (2008). International Journal of Information Security and
Privacy (pp. 46-69).

www.irma-international.org/article/spam-classification-based-mail-path/2481

Risks in Adoption and Implementation of Big Data Analytics: A Case of Indian Micro, Small, and
Medium Enterprises (MSMES)

Rajasekhara Mouly Potluriand Narasimha Rao Vajjhala (2021). International Journal of Risk and
Contingency Management (pp. 1-11).
www.irma-international.org/article/risks-in-adoption-and-implementation-of-big-data-analytics/284440

Protecting Patient Information in Outsourced Telehealth Services: Bolting on Security When it
Cannot be Baked in

Patricia Y. Loganand Debra Noles (2011). Pervasive Information Security and Privacy Developments:
Trends and Advancements (pp. 61-76).
www.irma-international.org/chapter/protecting-patient-information-outsourced-telehealth/45803



http://www.igi-global.com/chapter/issues-and-challenges-privacy-security-and-trust-in-blockchain-based-applications/310497
http://www.igi-global.com/chapter/issues-and-challenges-privacy-security-and-trust-in-blockchain-based-applications/310497
http://www.irma-international.org/article/performance-scalability-assessment-non-certificate/64345
http://www.irma-international.org/chapter/research-findings-in-the-domain-of-security-assurance-in-devops/278813
http://www.irma-international.org/article/spam-classification-based-mail-path/2481
http://www.irma-international.org/article/risks-in-adoption-and-implementation-of-big-data-analytics/284440
http://www.irma-international.org/chapter/protecting-patient-information-outsourced-telehealth/45803

