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ABSTRACT

Blockchain provides innovative ideas for storing information, executing transactions, performing func-
tions, creating trust in an open environment, etc. Even though cryptographers, mathematicians, and cod-
ers have been trying to bring the most trustable protocols to get authentication guarantee over various 
systems, blockchain technology is secure with no central authority in an open network system because 
of a large distributed network of independent users. If anyone tries to change the blockchain database, 
the current hash will also change, which does not match with the previous hash. In this way, blockchain 
creates privacy and trust in digital data by removing malleability attacks. In this chapter, security and 
privacy on the blockchain has been focused. The safety and privacy of blockchain are mainly engrossed 
on two things: firstly, uncovering few attacks suffered by blockchain systems and, secondly, putting 
specific and advanced proposals against such attacks.
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INTRODUCTION

Why Blockchain – does it secure? Can we trust on it?
Blockchain technology has been called the one of the greatest innovations since the internet. Block-

chain is a peer-to-peer distributed ledger or public registry that permanently records transactions in a 
way that cannot be erase or update. Blockchain is designed to use a cryptographic hash and timestamps 
so that record cannot be change once they are created. This makes easier for the blockchain experts to 
inspect record ledger or registry to determine the facts of any given transactions or to detect attempts 
to tamper with the ledger.

Blockchain is secure. ‘Secure’ doesn’t means to hide information but it simply means that nobody 
going to tamper records on the blockchain. Even if somebody does attempt to fraudulently alter records, 
original records will still exist on the valid ledger and can be pinned down by comparing information 
on duplicate records.

Billions of people in the world who can’t trust intermediaries such as banks, and other legal system 
for transactions or accurate record keeping. Particularly, Blockchain are useful in these cases to provide 
trust and assurance to people when transacting with one another. Centralized databases and institutions 
work when there is trust in the system of regulations, laws, government and people. Even sometimes, 
this trust is betrayed, causing people to lose money and assets. Blockchain is a decentralized database 
which remove the need of centralized institutions and databases. With all people connected to the block-
chain network having access to the blockchain ledger in a way they can view and validate transactions 
which create transparency and trust. Although blockchain removed intermediaries to maintain the trust 
between the people involved in the transactions. The removal of intermediaries improved transparency 
and decentralized structure of the blockchain (Mark Gates, 2017).

Figure 1. Blockchain architecture diagram



 

 

11 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/security-privacy-and-trust-management-and-

performance-optimization-of-blockchain/310498

Related Content

Protecting Data through 'Perturbation' Techniques: The Impact on Knowledge Discovery in

Databases
Rick L. Wilsonand Peter A. Rosen (2008). Information Security and Ethics: Concepts, Methodologies,

Tools, and Applications  (pp. 1550-1561).

www.irma-international.org/chapter/protecting-data-through-perturbation-techniques/23176

A Literature Review on Image Encryption Techniques
S Geetha, P Punithavathi, A Magnus Infanteenaand S Siva Sivatha Sindhu (2018). International Journal of

Information Security and Privacy (pp. 42-83).

www.irma-international.org/article/a-literature-review-on-image-encryption-techniques/208126

IAIS: A Methodology to Enable Inter-Agency Information Sharing in eGovernment
Akhilesh Bajajand Sudha Ram (2008). Information Security and Ethics: Concepts, Methodologies, Tools,

and Applications  (pp. 1108-1124).

www.irma-international.org/chapter/iais-methodology-enable-inter-agency/23147

Dynamic Warnings: An Eye Gaze-Based Approach
Mini Zeng, Feng Zhuand Sandra Carpenter (2022). International Journal of Information Security and

Privacy (pp. 1-28).

www.irma-international.org/article/dynamic-warnings/303662

Several Oblivious Transfer Variants in Cut-and-Choose Scenario
Chuan Zhao, Han Jiang, Qiuliang Xu, Xiaochao Weiand Hao Wang (2015). International Journal of

Information Security and Privacy (pp. 1-12).

www.irma-international.org/article/several-oblivious-transfer-variants-in-cut-and-choose-scenario/148063

http://www.igi-global.com/chapter/security-privacy-and-trust-management-and-performance-optimization-of-blockchain/310498
http://www.igi-global.com/chapter/security-privacy-and-trust-management-and-performance-optimization-of-blockchain/310498
http://www.irma-international.org/chapter/protecting-data-through-perturbation-techniques/23176
http://www.irma-international.org/article/a-literature-review-on-image-encryption-techniques/208126
http://www.irma-international.org/chapter/iais-methodology-enable-inter-agency/23147
http://www.irma-international.org/article/dynamic-warnings/303662
http://www.irma-international.org/article/several-oblivious-transfer-variants-in-cut-and-choose-scenario/148063

