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Chapter |V

DataConfidentiality
on the Semantic Web:

|sTherean Inference Problem?

Csilla Farkas, University of South Carolina, USA

Abstract

Thischapter investigatesthethreat of unwanted Semantic Web infer ences.
We survey the current efforts to detect and remove unwanted inferences,
identify research gaps, and recommend future research directions. We
begin with a brief overview of Semantic Web technol ogies and reasoning
methods, followed by a description of theinference problemintraditional
databases. In the context of the Semantic Web, we study two types of
inferences: (1) entail mentsdefined by thefor mal semanticsof the Resource
Description Framework (RDF) and the RDF Schema (RDFS) and (2)
inferences supported by semantic languages like the Web Ontology
Language (OWL). We compare the Semantic Web inferences to the
inferences studied in traditional databases. We show that the inference
problem exists on the Semantic Web and that existing security methodsdo
not fully prevent indirect data disclosure via inference channels.
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| ntroduction

Theemergence of standardized |anguages, such astheeXtensible Markup
Language (W3C, 2004a), the Resource Description Framework (W3C,
2004b), andtheWeb Ontol ogy L anguage (W3C, 2004c), supportsautomated
datamanagement. Theselanguagesprovidesimplesyntax and preciseseman-
ticsthat are understandabl e to both humansand machines. Theenvisioned
SemanticWeb (Berners-Lee, Hendler, & Lassila, 2001; Hendler, Berners-
Lee, & Miller, 2002) and the applicationstaking advantage of the Semantic
Webwill bebuilt upontheselanguages. A necessary requirement for these
futureapplicationsisto provideinformation security and privacy.

Existing security solutionsfor theWebtarget specificareasliketrust manage-
ment, secure Web services, accesscontrol modelsfor XML, and Web privacy
(seeThuraisingham, 2002 for anoverview). A promising new researchtrend
aimstoincorporate semanticsin security model slike semantic-awareaccess
control and policy specification. Althoughthenumber of researchand devel -
opment effortsto providesecurity for the SemanticWebisincreasing, only a
few researchers consider the inference problem in this context (Farkas &
Jajodia, 2002).

Inferencesover semantically enhanced dataand metadataplay afundamental
roleonthe Semantic Web. Indirect disclosuresresulting fromtheinference
capabilitiesof the SemanticWebaresimilar totheinference problemstudied
in statistical and relational databases (Farkas & Jajodia, 2002; Jgjodia &
Meadows, 1995). However, the characteristics of these two environments
differ from the perspectives of (1) data completeness, (2) scope of data
control, (3) datamodel s, (4) amount of data(scal ability), and (5) dataquality.
Thesecharacteristicsaffect not only thedetection of indirect dataaccessesbut
alsotheapplicableremoval methods. For example, intraditional databases,
removal of aninferencechannel isusually performed by limiting accessesto
datausedtoderiveunwantedinference. However, intheopen and decentral -
ized environment of the Semantic Web, some of thedatayielding unwanted
inferencesmay beoutsideof theprotected domain. Inthiscase, removal of the
inference channel may not be possible by limiting data accesses. New ap-
proacheslikeleakage of misleadinginformation needto beconsidered.

Thegoal of thischapter isto evaluatetherisk of unwantedinferencesinthe
context of the Semantic Web. Our claimisthat therisk of suchinferenceshas
increased due to large-scale, semantically enhanced, and automated data
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