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SecureSemanticGrids
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Abstract

This chapter first describes the developments in semantic grids and then
discusses the security aspects. Semantic grids integrate Semantic Web
and grid technologies. They also integrate knowledge management with
Semantic Web and the grids. There is much interest on applying the
semantic gridfor many applicationsin scienceand engineering. Therefore,
it is critical that the semantic grids be secure. We will also discuss
Semantic Web mining and privacy implications relevant to semantic
grids.

| ntroduction

TheSemantic Webisessentially thenext generationWeb. TimBerners-Lee's
visionistohavemachineunderstandableWeb pages(Berners-Lee& Fischetti,
2000). Subsequently, heinvented the Semantic Web. Semantic Web essen-
tially integratesmany technol ogiesincluding Web database management, Web
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services, and infrastructures. Furthermore, Berners-L ee has designed the
layeredarchitecturefor the SemanticWeb, includinglayersfor XML (eXtensible
Markup Language), RDF (Resource Description Framework), and Web Rules
and Query. Many devel opmentshave beenreported onthedevel opmentsof
the Semantic Web. Ontol ogiesand ontol ogy management techniqueshave
been devel oped. Much progresshasbeen madeoninformationintegration.

Whileprogresswasmade onthe Semantic Web, theglobal grid community
started focusing on buildingthenext generationgrid. Thetermgridevolved
from power gridswheremillionsof power lineshaveto besupported by the
grid. Similarly withthecomputinggrid, millionsof resourcesthat formthegrid
havetobeall ocated efficiently tothecomputationally intensivetasks. Typically,
thesetasksarethosecarried out for scientistsand engineers.

Thesemanticgridisanew termthat hasevolved over thelast coupleof years.
It essentially integrates Semantic Webswith theglobal grids. Thatis, grid
computing hasto bemademoreintel ligent. Integrating ontol ogiesand Semantic
Webtechnol ogiesintogrid computingwill enablethedevel opment of semantic
grids. Therehasbeen someprogresson semanticgrids(seefor examplel EEE,
2004). However, security for semantic grid hasreceivedlittleattention. To
achievesecurity for thesemanticgrid, weneed security for the Semantic Web
and secure grids. It is only recently that security has been examined for
Semantic Websand grids(Bertino, 2004; Thuraisingham, 2004a). Thischap-
ter attemptstoincorporatesecurity for ssmanticgrids.

The organization of this chapter isasfollows. We discuss semantic grids
including adiscussionof SemanticWebs, grids, andintegrationissues. Knowl-
edge management will also be discussed. Then, we discuss security issues
including secure Semantic Web, securegrids, secureintegration, and secure
knowledgemanagement. Somefurther considerationsinrelatedtopicssuchas
Semantic\Web mining and privacy considerationswill bethenbediscussed.

Semantic Grids

Overview

Several technol ogieshavetowork together todevel opthesemanticgrid. These
include the Semantic Web, the global grid, and the integration of the two
technol ogies. The SemanticWebisessentially about machineunderstandable
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