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Abstract

The need to filter online information in order to protect users from
possible harmful content can be consider ed as one of the most compelling
social issues derived from the transformation of the Web into a public
information space. Despite that Web rating and filtering systems have
been developed and made publicly available quite early, no effective
approach has been established so far, due to the inadequacy of the
proposed solutions. Web filtering is then a challenging research area,
needing the definition and enforcement of new strategies, considering
both the current limitations and the future developments of Web
technol ogies—in particular, the upcoming Semantic Web. Inthischapter,
we provide an overview of how Web filtering issues have been addressed
by the available systems, bringing in relief both their advantages and
shortcomings, and outlining future trends. As an example of how a more
accurate and flexiblefiltering can be enfor ced, we devote the second part
of thischapter to describing a multi-strategy approach, of which themain
characteristics are the integration of both list- and metadata-based
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Web Content Filtering 113
techniques and the adoption of sophisticated metadata schemes (e.g.,

conceptual hierarchies and ontologies) for describing both users
characteristics and Web pages content.

| ntroduction

Initsgeneral meaning, informationfiltering concernsprocessingagivenamount
of datainorder toreturnonly thosesatisfying given parameters. Althoughthis
notion precedesthebirth of thelnternet, the successand spread of | nternet-
based services, suchase-mail andtheWeb, resultedintheneed of regulating
and controllingthenetwork trafficand preventing theaccess, transmission, and
delivery of undesirableinformation.

Currently, informationfilteringisappliedto several level sand servicesof the
TCP/IParchitecture. Twotypical examplesarespamandfirewall filtering. The
adopted strategiesarevarious, andthey grant, inmost cases, an efficientand
effectiveservice. Y et, thefiltering of online multimediadata (text, images,
video, andaudio) isstill achalengingissuewhentheeval uation of their semantic
meaningisrequiredinorder toverify whether they satisfy givenrequirements.
Thereasonisthat theavailabletechniquesdo not allow anaccurateand precise
representation of multimediacontent. For serviceslikesearchengines, this
resultsinagreat amount of usel essinformationreturned asaresult of aquery.
The problem is much more serious when we need to prevent users from
retrieving resourceswith given content (e.g., becauseauser doesnot havethe
rightsto accessit or becausethe content isinappropriatefor therequesting
user). Insuchacase, filtering must rely on athorough resourcedescriptionin
order toevaluateit correctly.

Thedevelopment of the Semantic Web, alongwith theadoption of standards
suchasMPEG-7(TCSVT, 2001) and MPEG-21 (Burnett et al ., 2003), may
seemingly overcometheseproblemsinthefuture. Nonethel ess, currently online
informationisunstructured or, inthebest case, semi-structured, andthisisnot
supposedto changeinthenext few years. Thus, weneedtoinvestigatehow and
towhat extent theavailabletechniquescanbeimprovedtoallow aneffective
and accuratefiltering of multimediadata.

Inthischapter, wefocusonfiltering applied to Webresourcesinorder toavoid
possibly harmful content accessed by users. Intheliterature, thisisusually
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