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Abstract

Thischapter discussestheintegration of accesscontrol inthe devel opment
process of hypermedia applications. Two key ideas are proposed: the use
of high level, abstract access control models and the inclusion of access
control inthewholelife cycleof hypermediaapplications. Author spresent
an accesscontrol model for hyper mediathat makesit possibleto formalize
access policies using elements of the hypermedia domain, those used to
specify structureand navigation services. Abstract model sarenot enough
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to assist developers in dealing with security in a systematic way. Thus,
authors describe how high-level access rules can be specified following
the Ariadne Development Method (ADM). The ARCE project is used as
example of development.

| ntroduction

Thehypermediaparadigm organi zesinformati on asan associ ativenet of nodes
that can befreely browsed by sel ectinglinksand using navigationtoolssuchas
indexes, breadcrumbs, or maps. Fromthepoint of view of theapplication, Web
sitesareasubclassof hypermediasystemsthat useaspecifictechnology to
manageand depl oy information but sharethesameaccessphilosophy, and, for
that reason, wewill usetheterm hypermediaWeb systemto denoteaspecial
caseof hypermedia. Accesscontrol isanessential requirementinhypermedia
Web systems. M ost compani esand organi zationsaretaking profit fromthe
distributed natureof theWebto provideadvanced servicesto authorized users
(e.g.,financial transactions). During thedevel opment processof hypermedia
Web systems, accessrequirementshaveto betackled fromdifferent level sof
abstraction (Fernandez et al ., 1996) and not j ust asi mplementati on decisions.
Atthehighest level of abstraction, thefocus of thischapter, accessmodels
provideformal mechani smsto determinewho canor cannot dowhat withwhich
componentsof thehypermediaWeb system, that is, to specify theaccessrules,
boththepositiveaswell asthenegative, that establish asafe system operation.
Infact, asecurity model for hypermedia/Web allowsformalization of access
policiesusing componentsand servicesthat bel ongtothehypermediadomain,
the same as those used for the specification of other system features(i.e.,
structureand navigation services). Thus, devel operswill beabletodecideand
discuss issues such as which hypermedia nodes can be accessed, which
informationitemsareto bedeliveredineach node, or whichlinksareto be
madeavailableaccordingtousers permissions, without being awareof how
and where hypermediacomponentsarephysically stored. Itisimportant to
notethat high-level model sarenot enoughto assist devel opersindealingwith
security inthesystematicway that distingui shesengineering from other disci-
plines. Access modeling hasto be integrated into the whol e devel opment
process(Devanbu & Stubblebine, 2000), sothat, fromthe beginning of the
project, devel opersknow how to specify access policiesand how torelate
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