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Privacy-PreservingData
Miningon theWeb:

Foundations and Techniques

Stanley R. M. Oliveira, Embrapa Informatica Agropecuaria, Brazil

Osmar R. Zaiane, University of Alberta, Edmonton, Canada

Abstract

Privacy-preserving data mining (PPDM) is one of the newest trends in
privacy and security research. Itisdriven by oneof themajor policyissues
of the information era—the right to privacy. This chapter describes the
foundations for further research in PPDM on the Web. In particular, we
describe the problems we face in defining what information is privatein
data mining. Wethen describethe basis of PPDM including the historical
roots, a discussion on how privacy can beviolated in data mining, and the
definition of privacy preservationindatamining based onusers' personal
information and information concerning their collective activities.
Subsequently, we introduce a taxonomy of the existing PPDM techniques
and a discussion on how these techniques are applicable to Web-based
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applications. Finally, we suggest some privacy requirements that are

related to industrial initiatives and point to some technical challengesas
future research trends in PPDM on the Web.

| ntroduction

Analyzingwhat right to privacy meansisfraught with problems, suchaswhether
theexact definition of privacy constitutesafundamental right and whether
peopleareand shouldbeconcerned withit. Several definitionsof privacy have
beengiven, andthey vary accordingto context, culture, and environment. For
instance, inaseminal paper, Warrenand Brandeis(1890) defined privacy as
“therighttobealone”. Later on, Westin (1967) defined privacy as“thedesire
of peopleto choosefreely under what circumstancesand to what extent they
will exposethemselves, their attitude, and their behavior toothers’. Schoeman
(1984) defined privacy as* theright to determinewhat (personal) information
iscommunicatedtoothers’ or “thecontrol anindividual hasover information
about himself or herself”. Morerecently, Garfinkel (2001) stated that “ privacy
isabout self-possession, autonomy, andintegrity” . Ontheother hand, Rosenberg
(2000) arguesthat privacy may not bearight after all but ataste: “ If privacyis
intheend amatter of individual taste, then seekingamoral foundationfor it—
beyonditsroleinmaking social institutionspossiblethat wehappento prize—
will benomorefruitful than seekingamoral foundationfor thetastefor truffles’.

Theabovedefinitionssuggest that,ingeneral, privacy isviewed asasocial and
cultural concept. However, withtheubiquity of computersand theemergence
of the Web, privacy has also become a digital problem. With the Web
revolution and theemergence of datamining, privacy concernshave posed
technical challengesfundamentally different fromthosethat occurred beforethe
informationera. Intheinformationtechnology era, privacy referstotheright of
usersto conceal their personal information and have somedegree of control
over the use of any personal information disclosed to others (Cockcroft &
Clutterbuck, 2001).

Inthe context of datamining, the definition of privacy preservationisstill
unclear, and there is very little literature related to this topic. A notable
exceptionisthework presentedin Clifton, Kantarcioglu, and Vaidya(2002),
inwhichPPDM isdefined as” getting valid datamining resultswithout learning
the underlying data values’. However, at this point, each existing PPDM
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