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ABSTRACT

The modern smart cities completely rely on the technology where the smart and
intelligent-based transportation management system is a primary requirement and
that can only be achieved by the advancement in traditional vehicular ad-hoc network
(VANET). The primary two techniques such as loT and security mechanism are
incorporated with the VANET system which helps to design the robust framework.
Due to quick transformation in technological landscape, the threats and attacks
also get advanced. The most prominent characteristics of the VANET is to provide
the self-aware system which assists for the better management in the transportation
system. As per the advancement in the attacks, the robust defense mechanism should
also be increased. If not, there would be the huge loss in terms of the lives of living
beings, societal, and economic. Therefore, this study is completely based on the
analysis and recommendation for developing the robust IOV system, which ensures
the secure infrastructure.

DOI: 10.4018/978-1-6684-3610-3.ch008

Copyright © 2023, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.



A Fusion of VANETs and IloT for Intelligent and Secure Communication

INTRODUCTION

Vehicular Ad hoc network (VANET) deals with the network which is designed
using ad-hoc system. For sharing the significant information from one device to
another device the moving vehicles and devices have to connect in the common
platform over secure wireless network. With vehicles and other equipment created
a small network at the same time behaves as nodes in the network whereas if one
node keep any of the information it shares to all connected nodes. These processes
of sharing the information within the network it continues. In addition, the data
received by nodes from different sources serves to refine the information and share
it with other connected devices (M. Feiri et. al, 2013). The concept of the sharing
and communicating among the connected nodes is based on open network such as
the nodes are free to connect and leave the network anytime. Nowadays, the newly
developed smartandintelligentbased vehicle see running onroad is basically equipped
with on board sensors which makes quite effortless to connect and integrates the
network using the characteristics of the VANET. It is suppose to develop different
types of wireless technologies such as dedicated short range communications and
others are cellular and satellite based wireless technologies. Also, ad-hoc networks of
vehicles can be accounted as a parameter of intelligent transportation frameworks (A.
Tolbaet. al, 2019). Due to the characteristics of the VANET, the moving vehicles are
connecting and sharing information in specific secure infrastructures. For example,
when one vehicle directly connecting and sharing information to another vehicle is
known as Vehicle to Vehicle (V2V) and with the help of the Road Side Unit (RSU)
when vehicle directly connecting and sharing information to infrastructure is called
Vehicle-to-Infrastructure (V2I) (Z. Zhou et. al, 2017).

The Internet of Things (IoT) deals with the sensor embedded hardware and other
digital devices interfaces with API for sharing the information among the nodes
using internet. When the implementation of the framework in such way that where
vehicles are connected to internet and functions like ad-hoc network is called Internet
of Vehicles (IoV). In the greatest transformation of the technological landscape in
the wireless and mobile communications industries the characteristics of the IoT
play quite significant role for designing and developing the smart vehicle (Z. Ning
et. al, 2017). Also, the VANET enables the different types of facilities to the IoV
which is able to easily deal with road transport odds entities. For better traffic flow
control and secure transmission of information regarding cities-based technologies
the systematic solution can be achieved with IoV.

Due to IoT, the smartness and intelligences has increased very fast and drawn the
attention of the various industries to adapt such technology where as IoV network is
one of them. For the automobile industries, the [oV is very emerging field, for better
traffic flow control and secure transmission of information, because the IoT make
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