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ABSTRACT

Modern encryption methods are built upon the fundamentally “uncomfortable” process of computing
huge integers to their primes. However, current cryptography is vulnerable to both increases in process-
ing power and the emergence of quickly reversing huge integer factorization in mathematics. Therefore,
incorporating quantum physics into encryption is the solution, which leads to an assessment of quantum
cryptography. The field of cryptography and security is undergoing significant change as a result of the
potential of scalable quantum computing. In this theoretical paper, the authors examine the development
of quantum computing. The authors continue by listing the current threats to cryptographic primitives.
Readers can deduce knowledge of a variety of topics from this review article, including risks posed by
quantum technologies to traditional cryptography, modern cryptography — private key cryptography,
post-quantum cryptography, quantum key distribution, and effects on hash functions and post-quantum

cryptography.

INTRODUCTION

Quantum annealers and universal gate reliant quantum computers can be used to categorizes quantum
computers in general (Johnson, 2011). Such computers or processors can be thought of as the quantum
equivalent of a general-purpose microprocessor, and companies like IBM (IBM, 2001) and others are
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working feverishly to develop faster and more powerful universal gate-based quantum computers. The
quantum annealers, on the other hand, are comparable to application explicit IC, which is capable of
being used to resolve a particular set of combinatorial optimization issues over discrete search space.
Although the development of universal quantum computers, which are not polynomial comparable to
quantum annealer, is an important problem in the security field. However, the security risks posed by
large-scale quantum computers are not the only thing driving their development.

Quantum computers have the potential to significantly improve performance in a number of areas,
including machine learning, supply-chain optimization, molecular chemistry, and financial derivative
pricing, to name a few. Additionally, there is a determined effort to show the supposed quantum gain even
with noisy, small quantum computers (Arute, 2019). There are increasingly potent quantum computers
that are made available by the manufacturers and system designers using cloud reliant services to test
these algorithmic advancements. Software development kits are also made available by vendors like IBM,
Google, Xanadu, Microsoft, and Rigetti to support design efforts. The ability of a quantum computer
to achieve entanglement over a larger number of qubits and the capacity to carry out a huge number of
quantum gate reliant operations specifically in a noise robust way are key indicators of its development.
A number of physical qubits are required to operate a single qubit since accompanying error correcting
codes are required. It may take up to 1000 physical qubits to actualize 1 logical qubit, depending on the
error correcting codes used in the primary quantum reliant technology (Fowler, 2012). These factors
must be taken into consideration when estimating the complexity of a quantum attack because, for all
currently used cryptosystems, the quantum computing power currently available is insufficient to mount
a successful attack.

Cryptology

Cryptology is nothing more than the phenomenon of message deception. To ensure that the intended
recipient is the only one who can decipher the message, the sender initially sends it as cypher text. In the
case that any unauthorized access was made, this inhibits its misuse. The opposite procedure, known as
decryption, converts the cypher text back into the plain text so that the recipient can read the communica-
tion. In addition to ensuring data security, cryptology also aims to protect information’s confidentiality,
integrity, and authentication.

Quantum Computing

Our understanding of quantum computing is advancing as we make rapid strides in computer power.
It has a greater potential for disruption than smartphones, the Internet, and cloud computing taken
together. Due to the superposition property of a qubit, which can compare and handle all the values in
between dual states, quantum computers are able to perform complex calculations a hundred million
times quicker than conventional computers. This may alter the way mathematical operations are carried
out, allowing for the simultaneous consideration of all potential calculations in an endless number of
combinations (Haner, 2020).
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