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ABSTRACT

In 2022, there were more than 4,100 data breaches that were brought to public attention, which re-
sulted in nearly 22 billion people’s information being compromised. When compared to 2021, when the
number of cybersecurity specialists stood at 2.72 million, this shows a significant rise in the severity
of the problem. Many businesses run the danger of having their organizations put at a “moderate” or
“severe” risk of being attacked by cybercriminals due to a lack of workers. This study explores the value
of cybersecurity skill and workforce development programs in high schools, especially those on Native
American reservations, rural areas, urban areas, and low-income areas.
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Cybersecurity Workforce Development Through Innovative High School Programs

INTRODUCTION

In 2022, more than 4,100 data breaches were brought to public attention, resulting in nearly 22 billion
pieces of information being compromised (Cooker, 2022). Because healthcare firms often handle and
retain a wide array of essential data, criminals have been focusing on these organizations for a signifi-
cant time (Cooker, 2022). The stakes have been significantly higher over the past several years because
these attacks may benefit cybercriminals in numerous ways (Cooker, 2022). Personal information is
like a data goldmine for a hacker since they may demand lucrative ransom payments and then market
the illegally obtained data to commit financial fraud using it (Cooker, 2022). As a direct consequence,
hackers have committed themselves to finding and exploiting weaknesses in healthcare network security
(Cooker, 2022). Compared to 2021, when the lack of cybersecurity specialists stood at 2.72 million, this
shows a significant rise in the severity of the problem. Many businesses run the danger of having their
organizations put at a “moderate” or “severe” risk of being attacked by cybercriminals due to a lack of
workers (Cooker, 2022)

The lack of qualified cybersecurity workers is a significant issue. In 2018, there were more than 4
million openings for positions in the field of cybersecurity (Muncaster, 2019). In addition, allies of the
United States in Europe witnessed similar decreases in the number of cybersecurity professionals during
the same period. Career opportunities in the field of cybersecurity expanded from 142,000 to 291,000 on
a worldwide scale (Muncaster, 2019). Rogers (2019) says that the assessed firms need more cybersecu-
rity professionals and need more experience in basic technological security measures. The inefficiency
of ongoing efforts to alleviate the impact of this crisis will result in an indefinitely increased danger of
personnel shortages (Rogers, 2019).

The need for educational programs to promote professions in technology is the cause and the impact
of the current scarcity of qualified cybersecurity professionals (Rogers, 2019). This study will focus
on how the cybersecurity sector may inherit novel tactics, educate, promote, and establish a pipeline of
cybersecurity specialists to enhance a positive outcome. This focus will continue throughout this paper
and will be the primary topic of this study. We must push for new educational techniques to create a
healthy talent pipeline to prepare the next generation of cybersecurity experts. Regarding employment
requiring modern technology, diverse populations have been overlooked and devalued on a systemic level.

The establishment of public charter high schools in areas that are predominantly minority, have high
unemployment rates, are economically deprived, and are located in urban, rural, or Native American
reserves is one potential option. Students in these communities would be able to earn experience in a
subject with a massive workforce development deficit while still in high school if these schools had a
hands-on academic focus on cybersecurity. This is possible because these schools concentrate on cy-
bersecurity (Burrell et al., 2015).

Problem Statement

Cybersecurity is a critical component of national security in the United States. Itis essential for protecting
the country’s networks, systems, and data from malicious actors, both foreign and domestic. However, the
cybersecurity workforce shortage is a significant challenge threatening the security of the United States.
According to the Center for Cyber Safety and Education (2020), there are currently nearly three million
cybersecurity job openings in the United States, with an expected job growth of 32% by 2028. This is
even though only about 500,000 cybersecurity professionals work in the United States. This shortage of
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