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ABSTRACT

Three-dimensional data reveals more explicative information and more realistic 
visualization than that of the two-dimensional ones. This explains the remarkable 
growth in the use of 3D data in different fields of application, which increases in 
respect to the risk of illegal use of data and piracy, as well. Since its appearance, 
digital watermarking has been an essential solution to attest the identity of the 
owner, control illegal reproduction, and protect the copyright of the 3D object. 
The current work is about designing a robust 3D object watermarking technique 
in order to protect copyrights associated with triangular polygon meshes. The 
approach is based on a watermark’s insertion in the spatial domain. The findings 
are a proof demonstrating that the proposed 3D objects watermarking method does 
not only meet the need of imperceptibility but also shows, at least, similar or even 
better robustness, compared with other commonly used 3D objects watermarking 
approaches in the literature.
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3D Data Security

INTRODUCTION

Nowadays, three-dimensional data have invaded several fields of activity, including 
medical imaging, cultural heritage, industry and video games. This type of data 
presents more significant information than the two-dimensional one. In this respect, 
the manipulation, visualization and transmission of three-dimensional objects have 
continuously been increasing in recent years, which make the protection of the 3D 
objects copyright vital (Beugnon, 2022).

Watermarking (Corsini, 2003) has long been an efficient solution for copyright 
protection. It consists of inserting a secret message into a multimedia medium in a 
robust and invisible way. This message is also called “signature” or “watermark”, 
which proves the ownership of the said content. With the case of the present study, 
the 3D objects watermarking (Garg, 2022) is a device for marking the authorized 
distributions of the original 3D object with different signatures. In the event of 
leaks or illegal distributions, the owner can identify the source of weakness or even 
the copy that has been pirated. Equally, the watermark is an effective evidence of 
proving the possession of these data (3D objects).

In this chapter, a robust 3D objects watermarking technique is developed for the 
copyright protection. In fact, it is approached by an insertion of the same signature 
several times in disjoint regions, precisely in the same 3D object in order to identify 
it from illegal copies. Accordingly, the redundancy of the signature will ensure more 
resistance against the various manipulations and attacks. The work presented in 
this chapter is an exploration of the different ways for the implementation of secret 
writing digital techniques on a very particular type of medium. It is the triangulated 
mesh surfaces which present the most useful solution with regard to their simplicity, 
flexibility, and availability.

This chapter is composed of four sections: the first section is an overview of 
three-dimensional data accompanied with a general idea of digital watermarking. 
The second one is mainly about studying related works concerning the 3D object 
watermarking. The third is focalized on the newly suggested approach by a meticulous 
examination of both used techniques, particularly of insertion and detection. The 
fourth is essentially a summary of the main findings with an evaluation of the 
obtained performance, based on the suggested method. An in-depth comparison 
with other algorithms is also considered as a part of the last section. The chapter 
ends up with a general conclusion of the whole work.
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