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ABSTRACT

This chapter begins with the fundamentals of blockchain and MEC. Integrating new

technologies like blockchain and MEC is seen as a potential paradigm for managing

the voluminous amounts of data produced by today’s pervasive mobile devices and
subsequently powering intelligent services. With blockchain technology, they can boost
the safety of existing MEC systems by using decentralized, immutable, secure, private,

and service-efficient smart contracts. These smart contracts fall into three broad
categories: public blockchains, consortium blockchains, and private blockchains.

Moreover, this chapter discusses the classification and current defence mechanisms
of security threats. Potential solutions to MEC’s main security challenges are then
discussed. Following that, the authors present a classification to assist developers of
various architectures in selecting an appropriate platform for specific applications,

as well as insights into potential research directions. Finally, the authors present
key blockchain and MEC convergence features, followed by some conclusions.
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Integration of Blockchain and Mobile Edge Computing
INTRODUCTION

As the internet of things advances, billions of devices are becoming connected to the
network. There are more devices connected to the system than ever before, but it’s
the data volume, not the number of devices, that is growing exponentially. Due to
the coordination between devices throughout the network, data traffic is increasing
dramatically. According to estimates, by 2022, every person will produce about2 GB
of data per day (Bhat et al., 2020). This is a significant amount of data, but the data
collected by devices will blow itaway. According to estimates, aconnected aeroplane
generates five terabytes of data per day. In contrast, a connected hospital produces
three terabytes, a smart factory produces three petabytes, and an autonomous vehicle
can produce four terabytes. As data is generated, it cannot simply be sent to the
cloud for analysis. Even though we have a fast uplink, we cannot carry such a large
volume of data with the available bandwidth. Those factors encourage academics
and businesses to develop next-generation cloud computing technologies such as
Mobile Edge Computing (MEC).

In addition, this chapter first discussed the fundamental principles of blockchain
and the MEC system. After that, a discussion of the integration of blockchain and
MEC systems, including their requirements and the importance of integration, was
presented. Furthermore, several key components based on blockchain technology are
discussed. This chapter also discusses some challenges for future research directions
with its real-life application and outlines key convergence features of integration
based on blockchain and MEC.

A. FUNDAMENTAL PRINCIPLE OF
BLOCKCHAIN AND MEC SYSTEM

¢ Over the years, cloud computing has evolved into an essential component of
data processing. In contrast, cloud servers deployed globally must process
enormous amounts of data. In addition, response times and QoS deterioration
grow with the user’s separation from the cloud. Moreover, computing time is
significantly affected by the performance of the user’s device. In the future, edge
devices will be able to store, compute, and analyse data as we move towards
next-generation computing technologies. It is possible to create a wide range
of applications using 5G networks and blockchain technology. These include
trade and finance, smart cities, smart hospitals, supply chain management,
the internet of vehicles, the energy internet, digital asset management, and
the industrial internet. A 5G network integrated with blockchain technology
offers the following technical benefits (Mafakheri et al., 2018):
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