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ABSTRACT

With the National Cybercrime Reporting portal witnessing an increase of 15.3% 
increase in the cyber cases in second quarter of 2022, the post pandemic world 
has seen a tremendous rise in the number of cybercrime cases. The cases have 
increased many folds, 125% from 2021, and still continues beyond. The targets of 
crime are not limited to any age group and innocent children have not been spared. 
The exposure to online classes, conferences, meetings, etc. has opened the door to 
criminal activities in a humongous way. Thus, there comes the need for each and 
every one of us to be well aware of the recent practices that these criminals use and 
not fall into the clutches of these nefarious cyber criminals.

1. INTRODUCTION TO CYBER CRIME

One of the most significant advancements that has been made in the 21st century 
which has impacted our lives to a great extent is the advent of internet. Way back 
from the use of ARPANET in 1969 to the furtherance of Web 3.0, knowledge and 
technical maneuvering has lived up to it. The way we communicate, play games, 
work, shop, pay bills without having to wait in long queues, greet pals on their special 
occasions from far off lands, from landline to video calls, anything and everything 
we do has made our lives better and comfortable.

But this comes along with a dark side, a much deeper side of the world that 
many of us are not aware about. With the inception of internet, it has undergone due 
changes from web 1.0 to latest induction of web 3.0 widely used for many purposes 
legit and illegit. The modern day technology has made easy access to bundle of 
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knowledge from various sources all across the globe that learning of new skills has 
become tip of the iceberg. The recent advancements has not only reaped upper hand 
on technocrats but has also whipped hand on criminal mindset as well.

The methods of crimes have ascended from traditional ways like theft, bank robbery, 
bribing, blackmailing to modern day crimes aka cyber crimes. The indiscriminate 
exposure to web has augmented these crimes ranging from phishing to ransomware, 
vishing and many more.

Cyber crime is a term which is most widely used in 21st century defined as any 
crime administered through the use of computer or any other devices linked to 
communication like phone, email etc. with the intent to cause fear, anxiety, stress or 
blackmailing to publish on social media. The severity of crimes has mounted many 
folds with the increase in daily number of cases being reported on cybercrime.gov 
portal despite conducting a large of awareness programmes for children, youth, parents 
and senior citizens through various mediums online and offline. The psychology 
behind ushering these crimes is either greed, revenge or adventure. The Figure 1 
represents the comparison between traditional as well as modern day cyber crimes.

Figure 1. Traditional vs. cyber crimes comparison



 

 

30 more pages are available in the full version of this

document, which may be purchased using the "Add to Cart"

button on the publisher's webpage: www.igi-

global.com/chapter/demystifying-cyber-crimes/330260

Related Content

Cyber Attacks, Contributing Factors, and Tackling Strategies: The Current

Status of the Science of Cybersecurity
Samantha Bordoff, Quan Chenand Zheng Yan (2019). Cyber Law, Privacy, and

Security: Concepts, Methodologies, Tools, and Applications  (pp. 20-37).

www.irma-international.org/chapter/cyber-attacks-contributing-factors-and-tackling-

strategies/228718

Revisiting “Cyber” Definition: Context, History, and Domain
Riza Azmi, Kautsarina Kautsarina, Ima Aprianyand William J. Tibben (2020). Modern

Theories and Practices for Cyber Ethics and Security Compliance (pp. 1-17).

www.irma-international.org/chapter/revisiting-cyber-definition/253659

Patient Privacy and Security in E-Health
Güney Gürsel (2019). Cyber Law, Privacy, and Security: Concepts, Methodologies,

Tools, and Applications  (pp. 562-575).

www.irma-international.org/chapter/patient-privacy-and-security-in-e-health/228745

Instructing AI Ethics and Human Rights
Katharina Millerand Muhammet Demirbilek (2022). Applied Ethics in a Digital World

(pp. 59-72).

www.irma-international.org/chapter/instructing-ai-ethics-and-human-rights/291431

Achieving Balance Between Corporate Dataveillance and Employee Privacy

Concerns
Ordor Ngowari Rosette, Fatemeh Kazemeyni, Shaun Aghili, Sergey Butakovand Ron

Ruhl (2019). Cyber Law, Privacy, and Security: Concepts, Methodologies, Tools, and

Applications  (pp. 1765-1776).

www.irma-international.org/chapter/achieving-balance-between-corporate-dataveillance-and-

employee-privacy-concerns/228808

http://www.igi-global.com/chapter/demystifying-cyber-crimes/330260
http://www.igi-global.com/chapter/demystifying-cyber-crimes/330260
http://www.irma-international.org/chapter/cyber-attacks-contributing-factors-and-tackling-strategies/228718
http://www.irma-international.org/chapter/cyber-attacks-contributing-factors-and-tackling-strategies/228718
http://www.irma-international.org/chapter/revisiting-cyber-definition/253659
http://www.irma-international.org/chapter/patient-privacy-and-security-in-e-health/228745
http://www.irma-international.org/chapter/instructing-ai-ethics-and-human-rights/291431
http://www.irma-international.org/chapter/achieving-balance-between-corporate-dataveillance-and-employee-privacy-concerns/228808
http://www.irma-international.org/chapter/achieving-balance-between-corporate-dataveillance-and-employee-privacy-concerns/228808

