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ABSTRACT

The chapter reviews the main aspects of the Russia-Ukraine war on the example of the information policy 
carried out within the framework of the mentioned war between the USA and Russia. In particular, the 
information policy of the US on the one hand, which is aimed at protecting the independence and ter-
ritorial integrity of Ukraine and providing democracy enlargement, and on the other, the disinformation 
policy of Russia, which aims to mislead the international and primarily the Russian public, are discussed.

INTRODUCTION

Along with political and military confrontations, the conflict in Ukraine is marked by a robust informa-
tion warfare operation. The United States has suffered recently. Along with allegations that Russia ma-
nipulates public opinion and foments conflict by utilizing sophisticated propaganda and misinformation 
techniques. Social media’s emergence and growth have given nations previously unheard-of chances to 
sway opinions and alter facts. The U.S. and Russia intensified their counterintelligence operations during 
the Ukraine War of 2022, which marked a turning point in this battle. The Russian military operation 
in Ukraine was swiftly denounced by the United States, which also offered the Ukrainian government 
financial and military help. Russia has retaliated using various strategies to undermine U.S. influence, 
including disinformation operations, hacking, and propaganda. Both nations extensively used social 
media and digital platforms to communicate with the people and sway opinion. With an emphasis on 
their information warfare operations, this comparative research seeks to explore the methods and tactics 
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used by the U.S. and Russia during the 2022 Ukraine War. This research aims to provide insight into the 
changing terrain of international warfare and the function of information in forming perceptions of war 
by examining the parallels and variations in their techniques, as well as their objectives and efficacy.

The History of Propaganda in the USA and Russia

Generally, in both the histories of Russia and the United States, propaganda has been a crucial instrument 
for swaying perceptions and forming public opinion. Propaganda has been used by these two nations in 
a variety of ways and settings to project power, control narratives, and alter opinions both domestically 
and internationally (Galeotti, 2014). This part of the research explores the development, significant mo-
ments, and lasting effects of propaganda throughout the history of Russia and the United States.

Russia

In the history of Russia and the Soviet Union, propaganda has been a key instrument for organizing the 
populace and forming public opinion. Propaganda has been used to shape stories, advance particular 
ideologies, and preserve political power from the time of the Tsars to the rise and fall of the Soviet state 
(Dekhtyanko, 2015). The broad and changing history of propaganda in Russia and the Soviet Union is 
examined in this essay, including its earliest manifestations, its usage during pivotal eras like the Russian 
Revolution and the Stalinist era, its significance in the Cold War, and its effects on society (Clifford, 
1987). We may learn a lot about the socio-political forces that molded these areas by looking at the 
tactics, goals, and long-term effects of propaganda. In Russia, propaganda dates back to the Tsarist era, 
when the country’s leaders aimed to instill a sense of loyalty and national solidarity in their people. The 
monarchy employed various strategies to influence public perception, including elaborate ceremonies, 
construction initiatives, and cultural events. The Tsars cemented their status as the legitimate leaders of 
the Russian people by stressing the divine prerogative of the rulers and tying their power to Orthodox 
Christianity. The Orthodox Church, which had a close relationship with the monarchy, contributed sig-
nificantly to the spread of both religious and political propaganda. The idea of an autocracy that had been 
established by God was promoted through sermons, religious art, and iconography. The church evolved 
to become a crucial tool for upholding social order and quashing criticism. The character and reach of 
propaganda underwent a seismic upheaval during the Russian Revolution of 1917. Vladimir Lenin led 
the Bolsheviks, who understood the use of publicity in furthering their revolutionary cause (Timothy, 
2004). They started the Bolshevik journal Pravda, which served as a major forum for the dissemination 
of revolutionary ideas and mobilizing the populace against the previous government.

To spread the Bolshevik message of class struggle, worker empowerment, and the downfall of capi-
talism, posters, leaflets, and public speeches were crucial. Slogans, striking imagery, and appeals to 
the working class were all used to rally support and influence public opinion. The Bolsheviks’ success 
in capturing power and founding the Soviet Union was greatly aided by their mastery of propaganda. 
Propaganda became a crucial instrument for the Communist Party to maintain its power when the Soviet 
Union was founded in 1922 (Wentz, 2009). All media outlets came under official control, ensuring that 
propaganda promoted the objectives of the in-power dictatorship. The Department of Agitation and Pro-
paganda (Agitprop) of the Communist Party was created to produce and disseminate publications that 
promoted socialist principles, extolled party officials, and demonized political rivals and other deemed 
enemies of the state. The Soviet authorities used cutting-edge techniques in addition to conventional 



 

 

9 more pages are available in the full version of this document, which may be

purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/war-in-ukraine-and-us/332287

Related Content

Obtaining Patient’s Information from Hospital Employees through Social Engineering

Techniques: An Investigative Study
B. Dawn Medlinand Joseph Cazier (2011). Pervasive Information Security and Privacy Developments:

Trends and Advancements  (pp. 77-89).

www.irma-international.org/chapter/obtaining-patient-information-hospital-employees/45804

A Valid and Correct-by-Construction Formal Specification of RBAC
Hania Gadouche, Zoubeyr Farahand Abdelkamel Tari (2020). International Journal of Information Security

and Privacy (pp. 41-61).

www.irma-international.org/article/a-valid-and-correct-by-construction-formal-specification-of-rbac/247426

Privacy and Trust in Agent-Supported Distributed Learning
Larry Korba, George Yee, Yuefei Xu, Ronggong Song, Andrew S. Patrickand V El-Khatib (2008).

Information Security and Ethics: Concepts, Methodologies, Tools, and Applications  (pp. 2012-2043).

www.irma-international.org/chapter/privacy-trust-agent-supported-distributed/23206

Network Intrusion Detection With Auto-Encoder and One-Class Support Vector Machine
Mohammad H. Alshayeji, Mousa AlSulaimi, Sa'ed Abedand Reem Jaffal (2022). International Journal of

Information Security and Privacy (pp. 1-18).

www.irma-international.org/article/network-intrusion-detection-with-auto-encoder-and-one-class-support-vector-

machine/291703

Misuse of ‘Break-the-Glass' Policies in Hospitals: Detecting Unauthorized Access to Sensitive

Patient Health Data
Benjamin Stark, Heiko Gewald, Heinrich Lautenbacher, Ulrich Haaseand Siegmar Ruff (2018). International

Journal of Information Security and Privacy (pp. 100-122).

www.irma-international.org/article/misuse-of-break-the-glass-policies-in-hospitals/208128

http://www.igi-global.com/chapter/war-in-ukraine-and-us/332287
http://www.irma-international.org/chapter/obtaining-patient-information-hospital-employees/45804
http://www.irma-international.org/article/a-valid-and-correct-by-construction-formal-specification-of-rbac/247426
http://www.irma-international.org/chapter/privacy-trust-agent-supported-distributed/23206
http://www.irma-international.org/article/network-intrusion-detection-with-auto-encoder-and-one-class-support-vector-machine/291703
http://www.irma-international.org/article/network-intrusion-detection-with-auto-encoder-and-one-class-support-vector-machine/291703
http://www.irma-international.org/article/misuse-of-break-the-glass-policies-in-hospitals/208128

