
69

Copyright © 2024, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.

Chapter  4

DOI: 10.4018/979-8-3693-0502-7.ch004

ABSTRACT

The discourse surrounding AI has sparked widespread discussions, with notable concerns arising from 
its current limitations. One such concern involves AI models struggling to understand the context of 
human requests, leading to unexpected or nonsensical outcomes. While instances like the conversation 
with ChatGPT may have garnered attention, they should be regarded as fascinating illustrations of the 
model’s capabilities rather than indications of meaningful independence. In shaping perspectives on 
this subject, three noteworthy books have played a pivotal role: Superintelligence by Nick Bostrom, Life 
3.0 by Max Tegmark, and A Thousand Brains by Jeff Hawkins. These books offer well-articulated and 
thought-provoking insights, contributing to the ongoing discussion surrounding AI. By exploring the 
risks, limitations, and potential implications of AI, it becomes evident that thoughtful consideration and 
proactive measures are necessary to navigate the evolving landscape of artificial intelligence.
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INTRODUCTION

Throughout history, mankind has continuously advanced and refined a multitude of technologies in 
pursuit of sophistication and advancement to have a higher and better standard of living. This endeavor 
aims to create products that streamline various processes. From the moment humans came into existence, 
they have engaged in a wide range of activities to adapt to diverse environments. This effort reached 
its peak in the mid-1700s with the advent of the Industrial Revolution. During this era, numerous na-
tions recognized the potential to manufacture a variety of goods to meet the increasing demand of their 
growing populations. Since then, humanity has made tremendous progress, including the development 
and implementation of artificial intelligence. Artificial intelligence in a broad sense is how intelligent 
machines especially computer programs, can be designed and built to make intelligent decisions (King 
T et.al.,). It is similar to the task of using computers as a means of overcoming human intelligence.

No one disputes the fact that artificial intelligence will have a profound impact on society. What can 
be debated is how far, how, and in what way this impact will be positive or negative. This impact will 
be experienced, where felt, and on what timeline it will occur. A group of scientists including Stephen 
Hawking once said, “Success in creating Artificial Intelligence (AI) would be the biggest event in human 
history. Unfortunately, it might also be the last”. Artificial Intelligence is an extremely sharp technol-
ogy, both on the positive as well as negative ends and both these ends have not been clearly understood. 
Despite having positive societal impacts, it may pose substantial long-term risks, but an existential threat 
precedes an ethical risk

A risk can occur today as well as tomorrow. Despite the significant benefits associated with artificial 
intelligence, there is a chance that it could have far-reaching negative connotations for various people who 
encounter it, either directly or indirectly, and is also capable of playing a significant role in increasing 
criminal activities. One of the uses of such technology is that it is only as good as the data put into it. 
If the data fed into the system is misguiding, then there is a high probability that it could cause serious 
problems as the outcome. Artificial Intelligence (AI) has the potential to play a significant role in the 
increasing criminal activities soon.

Even though the discussion of risk is not dependent on the view that artificial intelligence has now 
reached a point where it will become superintelligent, it becomes more urgent if such a success is a 
non-negligible possibility within the next few decades. When the stakes are high, even to the point of 
human extinction, it gains even greater urgency. Before proceeding further, it is important to emphasize 
that the primary concern is with the initial outcomes that result directly from the creation of AI solu-
tions, whether they are unintentionally or intentionally misused, or if the data inputs that power them 
are mishandled. There are additional notable outcomes, including the extensively debated possibility of 
extensive job reductions in certain sectors because of AI-powered workplace automation. Additionally, 
there are secondary effects, such as the decline of expertise (such as the diagnostic abilities of healthcare 
practitioners) as AI systems become more significant. These possibilities and the risks associated with 
such misuse will be dealt with in detail in the coming sections.
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