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ABSTRACT

Design is a predominant phase in the life cycle of any product. Referring to a number of reviews, this 
chapter cites design support tools, focusing in particular on security system and operational safety. It 
tried to define these two notions (safety, security) as well as the difference between them. It proposed 
a design aid model that can be adopted by designers in the design phases of new systems, or during 
their life cycle, based on the “Teorija Reshenija Izobretateliskih Zadatch” (TRIZ) and Failure Modes 
Vulnerabilities and Effect Analysis (FMVEA) methods. In the first instance, the authors’ model enables 
newly-designed products to give impetus to production systems, for which they use the resolution matrix 
for technical contradictions. Secondly, it enables these systems to be improved, for which they suggested 
adopting the FMVEA method tables.

INTRODUCTION

In the life cycle of any process, a design phase is essential. That said, as in the case of production sys-
tems, the design study, or feasibility study of the latter, has taken on greater importance in intelligent 
industry. There are two aspects to it: the first is the material part of the company that produces goods, 
it’s all about products and materials; the second is the system as a whole; the hardware system, human 
resources and organizational structure.

With the multitude of design methods to be found in the literature (Hampson, 2015; Choulier, n.d.; 
Herrou & Elghorba, 2005; Beauvallet & Houy, 2009), the choice of one among them is more difficult 
than it appears. The aim of this section is to propose a design aid method which will give priority to 
operational safety in the production process, and in particular to the security of goods and people in the 
production system to be designed.
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The aim of this study is to find a model that we would like to develop further, by introducing algo-
rithms with iterations that will enable us to continuously improve the system under study.

In the first part of this chapter, we attempt to define design according to the literature, focusing on 
maintenance and innovation. This is followed by a non-exhaustive presentation of design support meth-
ods, with a comparative table of the methods presented.

The second part is devoted to defining safety and security by reference. We then refer to the model 
proposed by Robin (Cressent et al., 2009) called MéDISIS; a method for integrating safety analysis into 
systems engineering; (in French: Méthode D’Intégration des analyses de Sdf à l’Ingénierie Système) 
based on the SysML method. Then we presented the tools used for the design model presented by Nabdi 
and Herrou (2017). The result of this analysis was to propose a model integrating the two previous 
approaches, in an attempt to improve the design of production systems. Finally, we have outlined the 
problems that our model may encounter, and the prospects for this work.

1) Design of Production Systems

a) Design, Definition

Design Review

Deneux (2002) considered that design is a process made up of three essential phases:

• Understanding and identifying the problem to be solved;
• The search for a solution;
• Choice, in order to satisfy the design intent, which translates into a finalized design project.

According to Sénéchal et al. (2003), the product design process consists in transforming the flow of 
information (in the form of the Functional Specification FS) in a way that accurately represents the evo-
lution of the product. The author has summarized the design activity in the actigram shown in Figure 1.

The same author identified the following non-exhaustive elements: corporate strategy, market con-
straints, design and production resources, as elements that influence the design process. And here, we 
can cite the impact of the COVID-19 pandemic, which affected customers’ purchasing power, as well 
as the price of raw materials, which exceeded all limits.

Figure 1. Design activity
Source: Sénéchal et al. (2003)



 

 

17 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/design-flowchart-for-operational-system-

safety/337451

Related Content

The Human Attack in Linguistic Steganography
C. Orhan Orgun (2009). Handbook of Research on Social and Organizational Liabilities in Information

Security (pp. 380-397).

www.irma-international.org/chapter/human-attack-linguistic-steganography/21353

Network Intrusion Detection With Auto-Encoder and One-Class Support Vector Machine
Mohammad H. Alshayeji, Mousa AlSulaimi, Sa'ed Abedand Reem Jaffal (2022). International Journal of

Information Security and Privacy (pp. 1-18).

www.irma-international.org/article/network-intrusion-detection-with-auto-encoder-and-one-class-support-vector-

machine/291703

Improving Security Policy Coverage in Healthcare
Rafae Bhattiand Tyrone Grandison (2011). Certification and Security in Health-Related Web Applications:

Concepts and Solutions  (pp. 66-83).

www.irma-international.org/chapter/improving-security-policy-coverage-healthcare/46877

Cyber Security of Children: Implications for Sub-Saharan Africa
Stephen M. Mutula (2008). Security and Software for Cybercafes (pp. 46-61).

www.irma-international.org/chapter/cyber-security-children/28529

Taxonomies of User-Authentication Methods in Computer Networks
Göran Pulkkis, Kaj J. Grahnand Jonny Karlsson (2008). Information Security and Ethics: Concepts,

Methodologies, Tools, and Applications  (pp. 737-760).

www.irma-international.org/chapter/taxonomies-user-authentication-methods-computer/23125

http://www.igi-global.com/chapter/design-flowchart-for-operational-system-safety/337451
http://www.igi-global.com/chapter/design-flowchart-for-operational-system-safety/337451
http://www.irma-international.org/chapter/human-attack-linguistic-steganography/21353
http://www.irma-international.org/article/network-intrusion-detection-with-auto-encoder-and-one-class-support-vector-machine/291703
http://www.irma-international.org/article/network-intrusion-detection-with-auto-encoder-and-one-class-support-vector-machine/291703
http://www.irma-international.org/chapter/improving-security-policy-coverage-healthcare/46877
http://www.irma-international.org/chapter/cyber-security-children/28529
http://www.irma-international.org/chapter/taxonomies-user-authentication-methods-computer/23125

