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ABSTRACT

Blockchain represents a new promising technology with a huge economic impact 
resulting from its uses in various fields such as digital currency and banking; malware 
represents a serious threat to users, and there are many differences in the effectiveness 
of antivirus software used to deal with the problem of malware. This chapter has 
developed a coefficient for measuring the effectiveness of antivirus software. This 
chapter evaluates the effectiveness of antivirus software by conducting tests on a group 
of protection programs using a folder containing an amount of data. These programs 
are applied to combat viruses contained in this folder. The study revealed that the 
effectiveness of antivirus software is as follows: AVG scored 0%, Advanced System 
Protector scored 20%, Avast scored 60%, and Malwarebytes scored 80%, respectively.
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Evaluating Antivirus Effectiveness Against Malware

1. INTRODUCTION

Malware is a term that includes all types of malicious programs (Yang et al., 2019; 
Maniriho et al., 2022). In general, they all share that they are programs designed 
to cause harm to the user, whether it is an individual, a company, an institution, 
a government agency, or a technology as in our topic, which is (Blockchain) 
technology, but the difference between them is the way they cause (Unogwu et al., 
2022; Kumar et al., 2019). This damage, due to the different purpose and benefit 
sought from its establishment, as well as the way it deals with anti-virus programs 
or anti-malware (Yang et al.,2023; Winter et al., 2022). Blockchain is an advanced 
database technology that allows information to be shared publicly within a network 
of dealers. A blockchain database stores data in blocks linked together in a chain 
(Santhi and Muthuswamy, 2022; Javaid et al., 2022). The data is temporally consistent 
because you cannot delete or modify the chain without consent from the network, 
and this is supposed to provide security within the chain as the blockchain network 
is a safe technology in itself, due to the consideration that it is almost impossible to 
lose data even if one of the blocks is exposed within the chain of hacking, the danger 
lies when ordinary users who use the endpoint of the network are compromised 
(Mustafa et al., 2022; Athanere and Thakur, 2022). There are many examples of 
well-planned (network endpoint in blockchain technology) malicious attacks that 
succeeded in achieving their goals, for example, targeting the user’s email and then 
using the user’s private data to finance their purposes.

The development and the complexity of the malicious software’s founded on the 
other side a reflex development and complexity of the anti-viruses software’s and 
tools, the anti-viruses software’s and tools have a variation and differences between 
one and another be , on the other hand not all the users have enough knowledge of 
the anti-viruses software and application, there are many anti–virus that may not 
determine the infection or not scanning all the files within the folder or may take long 
time during the scanning process (Mijwil et al., 2023; Doshi et al., 2023; Kumar et 
al., 2022). Hence, the need of determine the level of effectiveness for the anti – virus 
software in practical environment according to a specific parameters that have impact 
effect of the anti- virus software and to the user interaction with those anti–viruses 
software, in this paper there are four major aspects the parameters determine to 
measure the level of the efficiency level of the anti – virus, then put the anti-virus 
under test in a practical environment to measure who far the anti-virus satisfy the 
parameters goals, the four major aspects of the parameters includes: Finding the 
infection, Scanning all the files, the time needed for scanning the required files and 
provide interface within local language of the users.
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