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ABSTRACT

Transportation and warehousing are vital components of logistics corporations. Their continuous un-
interrupted functioning is of paramount significance for the enterprises involved in the supply chain. As
these enterprises are built and rely heavily on digital technologies for their rapid functioning, they are
vulnerable to cybersecurity threats and attacks. Hence, to effectively address and promptly respond to
these issues organizations need to have proper strategy and planning in place. This chapter endeavors
to acquaint readers with these pressing issues. To secure warehousing operations and transportation
systems, the methods and tools for assessing the risks and mitigating them are discussed comprehensively.
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INTRODUCTION
An Overview of Transportation and Warehousing in the Supply Chain

As shown in Figure 1, Transportation and warehousing are essential elements of the supply chain that
ensures the seamless flow of goods and services from suppliers to consumers. Transportation here,
connotes the moving of goods from one place to another using various modes of transportation such as
road, train, air, water, and pipelines. Each mode has its own strengths and restrictions, and the selection
of these modes depends on factors such as cost, speed, reliability, and the nature of the goods being
carried. To optimize efficiency of transportation strategies such as direct shipment or hub-and-spoke
models or intermodal transportation are employed(Gyamfi, Ansere, Kamal, Tariq, & Jurcut, 2023; P.
M. Kumar et al., 2023; Tashtoush et al., 2022; Yazdinejad, Rabieinejad, Hasani, & Srivastava, 2023).

Warehousing, on the other hand, is concerned with the storage and administration of goods prior to
their distribution to customers(Sawal, Ahmad, Muralitharan, Loganathan, & Jhanjhi, 2022). Warehouses
are of different types, such as distribution centers, fulfillment centers, and cross-docking facilities, each
of them serves specific purposes in the supply chain. Warehouses perform various functions in the
supply chain such as receiving goods, storing them in an organized manner, managing inventory levels
and fulfilling orders. They also provide value-added services like labeling, package customization, and
product inspection. Efficient warehousing operations contribute to effective inventory management and
timely order fulfillment(Alkhodair, Mohanty, & Kougianos, 2023; A. Karim, 2022; Ko, Satchidanandan,
& Kumar, 2019; Papastergiou, Mouratidis, & Kalogeraki, 2021).

Figure 1. The changing landscape of transportation and warehousing industry
(stormshield, 2023)

Within the supply chain, transportation and warehousing are inextricably linked. Transportation re-
lies on warehousing for temporary storage, aggregation of goods, and efficient order picking, whereas



33 more pages are available in the full version of this document, which may
be purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/risk-management-and-cybersecurity-in-

transportation-and-warehousing/339245

Related Content

Strategic Project Auditing

(2023). Principles of External Business Environment Analyzability in an Organizational Context (pp. 271-
299).

www.irma-international.org/chapter/strategic-project-auditing/323258

Tri-Objective Optimization Model for Order Picking

Francisco Federico Meza-Barrén, Nelson Rangel-Valdez, Juan Carlos Hernandez-Marin, Maria Lucila
Morales-Rodriguezand Laura Cruz-Reyes (2019). Handbook of Research on Metaheuristics for Order
Picking Optimization in Warehouses to Smart Cities (pp. 18-49).

www.irma-international.org/chapter/tri-objective-optimization-model-for-order-picking/227156

Obsolescence Management for Sustainment-Dominated Military Systems: Multiple Criteria
Decision-Making Approach Using Evolutionary Algorithms

Bar Egemen Ozkanand Serol Bulkan (2019). Operations Research for Military Organizations (pp. 205-224).
www.irma-international.org/chapter/obsolescence-management-for-sustainment-dominated-military-systems/209807

Empirical Evidence of Organizational Strategy and the Performance of Faith-Based
Organizations

Fred Peter, Emmanue Adeiemi, Joy Ajibade, Adeshola Peter, Sunday Ezeand Decster Lydia (2021).
International Journal of Business Strategy and Automation (pp. 54-69).
www.irma-international.org/article/empirical-evidence-of-organizational-strategy-and-the-performance-of-faith-based-

organizations/269496

Influence of Policy Framework and Technology on Change Management in Selected
Telecommunication Companies in Tanzania

Paulina C. Nataiand Juliana Mulaa Namada (2021). International Journal of Business Strategy and
Automation (pp. 1-12).
www.irma-international.org/article/influence-of-policy-framework-and-technology-on-change-management-in-selected-

telecommunication-companies-in-tanzania/287109



http://www.igi-global.com/chapter/risk-management-and-cybersecurity-in-transportation-and-warehousing/339245
http://www.igi-global.com/chapter/risk-management-and-cybersecurity-in-transportation-and-warehousing/339245
http://www.irma-international.org/chapter/strategic-project-auditing/323258
http://www.irma-international.org/chapter/tri-objective-optimization-model-for-order-picking/227156
http://www.irma-international.org/chapter/obsolescence-management-for-sustainment-dominated-military-systems/209807
http://www.irma-international.org/article/empirical-evidence-of-organizational-strategy-and-the-performance-of-faith-based-organizations/269496
http://www.irma-international.org/article/empirical-evidence-of-organizational-strategy-and-the-performance-of-faith-based-organizations/269496
http://www.irma-international.org/article/influence-of-policy-framework-and-technology-on-change-management-in-selected-telecommunication-companies-in-tanzania/287109
http://www.irma-international.org/article/influence-of-policy-framework-and-technology-on-change-management-in-selected-telecommunication-companies-in-tanzania/287109

