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ABSTRACT

Crypto ransomware presents an ever-growing menace as it encrypts victim data and demands a ransom 
for decryption. The increasing frequency of ransomware attacks underscores the need for advanced de-
tection techniques. A machine learning classification model is proposed to identify ransomware families. 
These models utilize specific network traffic features, with a particular emphasis on analyzing the user 
datagram protocol (UDP) and internet control message protocol (ICMP). Importantly, this approach 
incorporates feature selection to enhance efficiency without compromising accuracy, resulting in re-
duced memory usage and faster processing times. The proposed experiment utilizes various machine 
learning algorithms, including decision trees and random forest, to create highly accurate models for 
classifying ransomware families. Furthermore, the experiment combined network traffic analysis with 
other sophisticated methods such as behavioral analysis and honeypot deployment to effectively scale 
crypto ransomware detection.
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1. INTRODUCTION

Crypto ransomware is a malware software encrypting files, demanding payment in cryptocurrency for 
decryption. It spreads through phishing, exploiting vulnerabilities. Attackers prefer crypto for anonymity. 
Prevention involves updates, cybersecurity measures, backups, and user education. Incident response 
plans aid recovery from these increasingly sophisticated cyber threats.

Crypto ransomware typically relies on traditional communication protocols such as HTTP or 
HTTPS(Krzysztof Cabaj, Marcin Gregorczyk, and Wojciech Mazurczyk, 2018) for command and con-
trol (C2) communication, rather than UDP or ICMP. However, cyber threats evolve, and attackers may 
experiment with different protocols. A study conducted by (May Almousa, Janet Osawere, and Mohd 
Anwar, 2021) leveraged analysis of TCP packets to detect Crypto ransomware. TCP serves as a funda-
mental protocol in network communication; however, its application in the context of Crypto ransomware 
detection comes with inherent limitations. One significant challenge lies in the prevalence of encrypted 
traffic, a common tactic employed by modern ransomware variants. Encryption serves to secure com-
munications, rendering the inspection of packet content a formidable task for detection mechanisms. As 
a result, identifying malicious behavior within encrypted TCP packets becomes increasingly challenging.

Moreover, ransomware developers often exploit the dynamic nature of TCP communication. Tech-
niques like port-hopping, wherein the ransomware rapidly switches between different network ports, 
hence posing difficulties for TCP-based detection systems. The ability of these mechanisms to adapt to 
rapidly changing communication patterns and port numbers becomes a critical consideration in counter-
ing the evasion tactics of sophisticated ransomware variants.

Employing strong network security, monitoring, and regular updates helps mitigate risks associated 
with potential variations in ransomware tactics. Attackers might leverage UDP for specific purposes such 
as command and control communications or data exfiltration, but it’s not as prevalent as TCP.

Attackers might misuse ICMP for certain functionalities due to its presence in many networks and 
the possibility of bypassing some firewall rules.

1.1 Contributions to This Work

This chapter is organized into several sections to provide a comprehensive understanding of the proposed 
architecture for enhancing crypto ransomware detection through the integration of unconventional net-
work protocols and machine learning algorithms. The structured approach ensures clarity and facilitates 
a step-by-step exploration of the research methodology and findings.

The first section of the paper delineates the foundational stages of the proposed architecture. This 
involves the meticulous collection of crypto ransomware network traffic data, an essential step in building 
a robust dataset for analysis. The chosen network protocols, UDP and ICMP, serve as the focal point for 
feature extraction and selection, aiming to capture distinctive patterns indicative of malicious activity. 
By isolating relevant packet fields, the research establishes a framework for effective data processing 
and subsequent utilization in machine learning algorithms.

The subsequent section delves into the intricacies of feature extraction and selection, elucidating the 
rationale behind choosing specific fields from UDP and ICMP packets. This process is fundamental in 
distilling pertinent information from the vast array of network traffic data, facilitating the identification of 
unique characteristics associated with crypto ransomware. The rationale behind the selection of features is 
expounded upon, providing insight into the considerations that guided this critical aspect of the research.



 

 

17 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/enhancing-crypto-ransomware-detection-

through-network-analysis-and-machine-learning/340981

Related Content

Improved Methodology to Detect Advanced Persistent Threat Attacks
 Ambika N. (2020). Quantum Cryptography and the Future of Cyber Security (pp. 184-202).

www.irma-international.org/chapter/improved-methodology-to-detect-advanced-persistent-threat-attacks/248158

Attacks on Implementation of Cryptographic Algorithms
Kannan Balasubramanianand M. Rajakani (2018). Algorithmic Strategies for Solving Complex Problems in

Cryptography (pp. 87-96).

www.irma-international.org/chapter/attacks-on-implementation-of-cryptographic-algorithms/188515

Decentralizing Privacy Using Blockchain to Protect Private Data and Challanges With IPFS
M. K. Manojand Somayaji Siva Rama Krishnan (2020). Transforming Businesses With Bitcoin Mining and

Blockchain Applications (pp. 207-220).

www.irma-international.org/chapter/decentralizing-privacy-using-blockchain-to-protect-private-data-and-challanges-with-

ipfs/238369

An Application of Blockchain in Stock Market
Rajit Nairand Amit Bhagat (2020). Transforming Businesses With Bitcoin Mining and Blockchain

Applications (pp. 103-118).

www.irma-international.org/chapter/an-application-of-blockchain-in-stock-market/238362

Recent Developments in Cryptography: A Survey
Kannan Balasubramanian (2018). Algorithmic Strategies for Solving Complex Problems in Cryptography

(pp. 1-22).

www.irma-international.org/chapter/recent-developments-in-cryptography/188509

http://www.igi-global.com/chapter/enhancing-crypto-ransomware-detection-through-network-analysis-and-machine-learning/340981
http://www.igi-global.com/chapter/enhancing-crypto-ransomware-detection-through-network-analysis-and-machine-learning/340981
http://www.irma-international.org/chapter/improved-methodology-to-detect-advanced-persistent-threat-attacks/248158
http://www.irma-international.org/chapter/attacks-on-implementation-of-cryptographic-algorithms/188515
http://www.irma-international.org/chapter/decentralizing-privacy-using-blockchain-to-protect-private-data-and-challanges-with-ipfs/238369
http://www.irma-international.org/chapter/decentralizing-privacy-using-blockchain-to-protect-private-data-and-challanges-with-ipfs/238369
http://www.irma-international.org/chapter/an-application-of-blockchain-in-stock-market/238362
http://www.irma-international.org/chapter/recent-developments-in-cryptography/188509

