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ABSTRACT

This study elucidates the intersection of privacy and central bank digital currencies (CBDCs), employing 
Solove’s pragmatic approach and Nissenbaum’s theory of contextual integrity to dissect privacy within 
various CBDC frameworks. It articulates three foundational principles for privacy-centric CBDC design: 
legal acknowledgment of privacy rights, embedding privacy by design, and prioritizing user-centricity. 
This analysis not only deepens the understanding of privacy in the digital currency domain but also 
proposes a legal and technical blueprint for central banks aspiring to develop CBDCs that respect and 
protect user privacy.

INTRODUCTION

The development of Central Bank Digital Currencies (CBDC) has become a subject of intense research 
and discussion worldwide, encompassing countries representing over 98% of global GDP (Jiang, 2023). 
These research and pilot initiatives span various development stages, from exploration to full-scale 
implementations, highlighting the diverse approaches to CBDC globally (Senarath et al., 2017). Initial 
implementations, such as the Sand Dollar in The Bahamas and DCash in the Eastern Caribbean Central 

Balancing Transparency 
and Privacy in Central Bank 
Digital Currencies (CBDCs):
Legal Implications and Challenges

Aneta Napieralska
 https://orcid.org/0009-0004-0463-3646

University Humanitas, Poland

Przemysław Kępczyński
 https://orcid.org/0009-0006-8427-3162

University Humanitas, Poland



209

Balancing Transparency and Privacy in Central Bank Digital Currencies
 

Bank member states, mark milestones in the evolution of digital money (Uberti, 2022). Furthermore, 
several central banks, including the People’s Bank of China, the European Central Bank, and the Fed-
eral Reserve of the United States, are actively investigating the potential of CBDCs, underscoring their 
interest and possible development directions.

While the debate on CBDCs often focuses on economic and technological aspects, legal issues, 
especially those concerning privacy and data protection, remain equally important. The introduction 
of CBDCs brings forth privacy challenges that necessitate thorough consideration within the existing 
legal frameworks, such as the General Data Protection Regulation (GDPR) in the European Union, the 
Payment Services Directive 2 (PSD2), and anti-money laundering (AML) directives (Pocher & Veneris, 
2022). In the United States, where there is a lack of a unified data protection system at the federal level, 
the introduction of a CBDC might require the creation of new, unified regulations concerning financial 
and personal data protection.

The introduction of CBDCs reduces the questions related to privacy that go beyond the traditional 
understanding of personal data protection. There is a broad range of possible CBDC models, from 
single-tier systems, where the central bank directly manages the currency, to two-tier systems engaging 
financial intermediaries. Each of these models carries unique challenges for user privacy, requiring from 
CBDC system designers not only a deep understanding of technical capabilities but also a sensitivity to 
the needs and expectations of society in the area of privacy protection.

Authors emphasize that the key principle that should be adopted in designing CBDCs is “privacy by 
design” – the integration of privacy protection at the system design stage. It is important that decisions 
regarding the specific CBDC model and accompanying legal regulations are made before the start of 
work on the technological implementation of the system. Such a sequence ensures that privacy protection 
is built into the very structure of the CBDC, not added afterward as a security layer.

Attention should also be paid to the fact that blockchain technology, which may underpin some CB-
DCs, is characterized by the immutability of records. This means that any design decisions, including 
those concerning privacy, must be carefully considered at an early stage, as later modifications may 
prove to be extremely difficult or impossible to implement.

When considering the introduction of CBDCs, one cannot ignore the experiences resulting from 
the evolution of other payment systems, such as online banking. Traditionally, innovations in financial 
systems often outpaced the development of appropriate regulations, which were introduced in response 
to emerging challenges. Examples include the PSD1 and PSD2 directives, which were developed to 
regulate the growing sector of electronic payments in the European Union. In the case of CBDCs, due to 
their potential scope and impact on the financial system, it is necessary that these regulations be shaped 
concurrently with the technological design of the currency, not after its implementation.

This paper aims to examine the general issues associated with the introduction of CBDC, with 
an emphasis on data privacy protection. By adopting a broad approach, we strive to present various 
aspects of CBDC introduction, ranging from technological design through regulatory issues to social 
and economic implications. Understanding the dynamic nature of technology and monetary policy, we 
acknowledge that our analysis may not be exhaustive but rather an invitation for further discussion and 
research in this rapidly evolving field.



 

 

14 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/balancing-transparency-and-privacy-in-central-

bank-digital-currencies-cbdcs/341671

Related Content

A Critical Review of Online Consumer Behavior
Christy M.K. Cheung (2009). Contemporary Research in E-Branding (pp. 262-279).

www.irma-international.org/chapter/critical-review-online-consumer-behavior/7072

Denmark: M-Commerce Experiences and Perspectives
Morten Rask (2006). M-Commerce: Global Experiences and Perspectives  (pp. 46-71).

www.irma-international.org/chapter/denmark-commerce-experiences-perspectives/25599

Psychological and Relational Moderators for the Relationship Between Brand Equity and Its

Consequences
Ying Kai Liao, Giang Nu To Truongand Phuong Minh Binh Nguyen (2020). Journal of Electronic Commerce

in Organizations (pp. 93-116).

www.irma-international.org/article/psychological-and-relational-moderators-for-the-relationship-between-brand-equity-

and-its-consequences/261229

Challenges of Transforming a Traditional Brick-and-Mortar Store into a Bricks-and-Clicks Model:

A Small Business Case Study
Irvine Clarke IIIand Theresa B. Flaherty (2004). Journal of Electronic Commerce in Organizations (pp. 75-

89).

www.irma-international.org/article/challenges-transforming-traditional-brick-mortar/3442

E-Books in Higher Education: Technology, E-Marketing Prospects, and Pricing Strategy
Norshuhada Shiratuddin (2005). Journal of Electronic Commerce in Organizations (pp. 1-16).

www.irma-international.org/article/books-higher-education/3452

http://www.igi-global.com/chapter/balancing-transparency-and-privacy-in-central-bank-digital-currencies-cbdcs/341671
http://www.igi-global.com/chapter/balancing-transparency-and-privacy-in-central-bank-digital-currencies-cbdcs/341671
http://www.irma-international.org/chapter/critical-review-online-consumer-behavior/7072
http://www.irma-international.org/chapter/denmark-commerce-experiences-perspectives/25599
http://www.irma-international.org/article/psychological-and-relational-moderators-for-the-relationship-between-brand-equity-and-its-consequences/261229
http://www.irma-international.org/article/psychological-and-relational-moderators-for-the-relationship-between-brand-equity-and-its-consequences/261229
http://www.irma-international.org/article/challenges-transforming-traditional-brick-mortar/3442
http://www.irma-international.org/article/books-higher-education/3452

