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ABSTRACT

QKD is a technique for sharing a secret key between two parties by utilizing quantum 
mechanics. Two well-known protocols that contributed to securing the communication 
are BB84 and E91. This chapter discussed the principle of quantum security and 
cryptography and emphasizes the recent developments and potential applications of 
new and emerging applications of these techniques in security in current applications 
or the future; moreover, different scenarios for using QKD lengths such as seeds 
for generating keys to encryptions messages, using QKD as key for DES or AES 
algorithms, also, using QKD in real-life scenarios such as healthcare in personal 
area networks for protecting the privacy of the patients’ data, or railway monitor-
ing scenarios to encrypt the collected data generated by the sensors are discussed.
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INTRODUCTION

Due to increased attack number and complexity, uniformly linked computers, 
attack speed, and attack tool availability and simplicity, all these facts make hacking 
the number one crime to worry about, as security incidents grew from 3.4 million 
in 2009 to reach 42.4 in 2014. Cryptanalysis is the science of stopping unofficial 
access to private information, as well as protecting the secrecy and security of files 
and other data. The difficulties of certain numerical procedures, including integer 
factorization or indeed the discrete logarithms problem, are the foundation of today's 
encryption technology. Nevertheless, because these challenges are not typically rec-
ognized to be difficult for a malevolent person with quantum computation abilities, 
the resulting cryptographic protocols are supposedly weak (Babber & Singh, 2021).

Code-based cryptosystems, such as the Diffie-Hellman key exchange and the 
Rivest-Shamir-Adleman (RSA) and ElGamal cryptosystems, are among the most 
promising encryptions that still rely on the hardness of the integer factorization or 
discrete logarithm problems (Fernandez-Carames, 2019).

Quantum computers are now the digital world's reality. It is a fact that as a new 
invention arrives, it acts as a solution to the current challenges, but also carries 
fresh security concerns as are the case for Quantum Computing. By quickly solv-
ing complex mathematical problems, these machines are able to crack the existing 
public key infrastructure, such that can be broken by Shor’s algorithm. In addition, 
post-quantum cybersecurity is now one of the most widely studied areas of cryp-
tology to model the age of the post quantum computer such as multivariate public 
key cryptosystem(Broadbent & Schaffner, 2016).

Hence, new attack surfaces are now being presented in the IoT environment. Such 
attack areas are triggered by interconnected and interdependent IoT systems. As a 
result, the protection against the threats is at greater danger in IoT applications than 
in other applications, and conventional cryptographic solutions may be inefficient 
for these kinds of technologies.

The formation of symmetric keys between remote parties over an insecure network 
is one of the most fundamental cryptographic primitives, and it underlies many modern 
cryptographic techniques. To do this, public-key encryption is frequently utilized.

Quantum key distribution (QKD), like classical public-key cryptography, per-
mits key establishment over an untrusted network. This technique is identified as 
the distribution of the keys (quantum), therefore the abbreviation QKD. The safety 
of the QKD is based on quantum mechanics phenomena (natural) rather than the 
sophistication of numerical issues, and it can be demonstrated also in contradiction 
of an eavesdropper, Eve, who possesses infinite computing capacity.
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