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ABSTRACT

The contribution focuses on an individual's right to control their personal data and 
the right to privacy, emphasizing the legal aspects and developments in the context of 
modern technological and digital challenges. These rights become especially critical 
in the context of swift advancements in technology and digitalization, enabling the 
accumulation, examination, distribution, and sharing of extensive data volumes in 
previously unattainable manners. There has been a surge in sensors embedded within 
smart devices, gathering data from various aspects of our professional and personal 
lives. Furthermore, artificial intelligence (AI) has emerged, capable of analysing 
and interpreting data in unthinkable ways. These shifting dynamics present a chal-
lenge to reconsider how data is regulated. It's not merely about updating the rules 
themselves; it involves reimagining the process of creating regulatory frameworks.

Copyright © 2024, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.

DOI: 10.4018/979-8-3693-3334-1.ch006



INTRODUCTION

Artificial intelligence overwhelms us in our private and business lives at every 
turn. The data that fuels its operation and further development is becoming increas-
ingly valuable. Big companies managing vast amounts of data are therefore more 
successful in developing new tools and devices, making their products more efficient 
and reliable. In this battle for data, private companies, which started to acquire data 
with the advent of the Internet and have since seen their collections “skyrocket”, are 
generally the winners. Personal data, which in its most general sense means “any 
information relating to an identified or identifiable individual” (Article 4(1) of the 
GDPR), occupies an essential place in private databases. Understanding and protect-
ing this data is becoming increasingly important in the digital age, where privacy 
and personal data protection remain at the forefront of ethical and legal debates.

The right of individuals to control their data is a fundamental concept in modern 
data protection and privacy. This right is recognised and guaranteed in many inter-
national and national legal frameworks. One of the most well-known and influential 
examples is the European Union's General Data Protection Regulation (GDPR), 
cited above, which came into force in May 2018. The GDPR has set new privacy 
and data protection standards for individuals within the European Union (EU) and 
the European Economic Area (EEA). It sets out the rights of individuals about their 
personal data and the obligations of organisations that process that data. Of particular 
note is its extraterritorial reach, as it also applies to controllers or processors outside 
the EU who process individuals' data in the EU or monitor their behaviour within 
the EU (Ryngaert & Taylor, 2020). This means that the provisions of the GDPR 
must be respected by any company that processes European citizens' data (Martins 
Gonçalves, Mira da Silva & Rupino da Cunha, 2023) to strengthen the protection of 
fundamental rights and create fair competition in the EU market (Gömann, 2017).

The GDPR is considered the most modern data protection legislation in the 
world. The California Consumer Privacy Act of 2018 (CCPA) in the US (State of 
California, Department of Justice, 2018), the Personal Information Protection and 
Electronic Documents Act (PIPEDA) in Canada (Government of Canada, 2019) 
and the Lei Geral de Proteção de Dados Pessoais (LGPD) in Brazil (Presidência da 
República, Secretaria-Geral Subchefia para Assuntos Jurídicos, 2018), which, like 
the GDPR, lay down rules for the protection of citizens' privacy and personal data, 
and the obligations of companies that process the data, also play an essential role. 
However, there are also differences between them. In the EU and Canada, there is 
centralised control over the use of personal data in the private sector. At the same 
time, the US has minimal regulation, focusing on protecting freedom from govern-
ment intrusion (Levin & Nicholson, 2023). As the authors of this paper are from 
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