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ABSTRACT

The expansion of the internet and the growing use of technology in the healthcare 
system have helped doctors monitor their patients remotely through the use of 
real-time smart health devices. In spite of this sophisticated system, there are many 
concerns regarding the sensitive data of the patients being exposed to the world by 
hackers. Thus, the shortcomings of the healthcare framework can be resolved by 
leveraging blockchain tools. The mechanism of the blockchain health system works 
in such a way that an id is assigned to a patient health record, and they can give 
access to view their health records to the specific health provider of their choice. 
Eventually, by using this mechanism, the patient’s health record is secured from the 
hackers. Thus, this chapter deals with data privacy of the patient’s health, research 
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objectives, issues, and challenges that can be easily understandable and helpful for 
beginners in their research progress.

INTRODUCTION

The medical field is the main industry where the blockchain is being used to 
develop creative solutions in many different industries. In the healthcare field, this 
kind of technology is used to protect and retain patient information between testing 
conveniences, physicians, hospitals, clinics, prescription drugs, etc. (Tiwari et al., 
2021; Yue et al., 2016). Medical administration requires an architecture that has 
security features for data manipulation and storage (Wang et al., 2021). The com-
plexity and specialization of medical data has led to an increase in the importance of 
privacy data and refuge. Included in the package are the hospitalization, diagnosis, 
and registration (Schulz, 2019). The Figure 1 depicts the exchange of medical data 
as shown below

Figure 1. Exchange of medical data
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