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INTRODUCTION

Network management means the process of con-
trolling and monitoring the behavior of a network. 

In traditional networks the major goal is to mini-
mize the response time, but in sensor networks 
the primary goal is minimizing energy use and 
the main means for doing this is by reducing the 
amount of communication between nodes. WSNs 
are highly dynamic and prone to faults, mainly 
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because of energy shortages, connectivity inter-
ruptions, and environmental obstacles. Network 
failures are common events rather than exceptional 
ones. Thus, in WSNs, we are mainly concerned 
with monitoring and controlling node communi-
cation in order to optimize the efficiency of the 
network, ensure the network operates properly, 
maintain the performance of the network, and con-
trol large numbers of nodes without human inter-
vention. A network management system designed 
for WSNs should provide a set of management 
functions that integrate configuration, operation, 
administration, security, and maintenance of all 
elements and services of a sensor network. The 
ideal wireless sensor is networked and scaleable, 
consumes very little power, is smart and software 
programmable, capable of fast data acquisition, 
reliable and accurate over the long term, costs 
little to purchase and install, and requires no real 
maintenance. Selecting the optimum sensors and 
wireless communications link requires knowledge 
of the application and problem definition. Battery 
life, sensor update rates, and size are all major 
design considerations.

A wireless sensor network (WSN) generally 
consists of a base station or “gateway” that can 
communicate with a number of wireless sensors 
via a radio link. Data is collected at the wireless 
sensor node, compressed, and transmitted to the 
gateway directly or, if required, uses other wireless 
sensor nodes to forward data to the gateway. The 
transmitted data is then presented to the system 
by the gateway connection. A functional block 

diagram of a versatile wireless sensing node is 
provided in Figure 1. A modular design approach 
provides a flexible and versatile platform to ad-
dress the needs of a wide variety of applications. 
For example, depending on the sensors to be 
deployed, the signal conditioning block can be 
re-programmed or replaced. This allows for a 
wide variety of different sensors to be used with 
the wireless sensing node. Similarly, the radio 
link may be swapped out as required for a given 
applications’ wireless range requirement and 
the need for bidirectional communications. The 
use of flash memory allows the remote nodes to 
acquire data on command from a base station or 
by an event sensed by one or more inputs to the 
node. Furthermore, the embedded firmware can 
be upgraded through the wireless network in the 
field. The microprocessor has a number of func-
tions including:

1.  Managing the data collection of the 
sensors;

2.  Performing power management functions;
3.  Interfacing the sensor data to the physical 

radio layer; and
4.  Managing the radio network protocol

A key feature of any wireless sensing node is 
to minimize the power consumed by the system. 
Generally, the radio subsystem requires the largest 
amount of power. Therefore, it is advantageous 
to send data over the radio network only when 
required. This sensor event-driven data collection 

Figure 1. WSN node functional block diagram
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