237

Chapter 14

Casting the Ubiquitous Net

of Information Control:
Internet Surveillance in China from

Golden Shield to Green Dam

Zixue Tai
University of Kentucky, USA

ABSTRACT

Alongside the quick rise of the Internet as a pivotal economic and cultural force in Chinese society, the

Chinese government has implemented a two-tiered strategy in coming to grips with the great potentials

and underlying risks associated with the network era. This chapter offers a critical, in-depth overview of
China s state-orchestrated Internet surveillance apparatus from the Great Firewall to the latest Green Dam

project. It first examines the conceptual and historical evolution of the Golden Shield program, followed
by an analysis of the legal framework through which official regulation is justified or rationalized. Next,

the chapter looks at the prevalent practice of industry self-regulation among both Chinese and foreign

companies engaged in online business in China, and it ends with the discussion of the aborted official
effort of extending content control to individual computers with the Green Dam Youth Escort project.

INTRODUCTION

Three decades of explosive economic growth in
China has led the country on a path of unprec-
edented transformation. A centerpiece behind
China’s quick rise as a global economic power
has been the ongoing telecommunications revo-
lution across different sectors and regions in the
country (Harwit, 2008). Triggered by decades
of spectacular boom in the IT sector as a direct
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result of state-guided development and meticu-
lous government intervention, China unseated
the United States, the long-time No. 1 in the
world, to become the global leader in technology,
media and telecommunications (TMT) products
and services in 2007 (Morgan Stanley, 2009). In
five core areas as measured by landline phones,
mobile phones, cable subscriptions, Internet use,
and installed PCs, China takes the lead in four
while lagging only behind the United States in the
remaining (i.e., installed PCs) area. In particular,
the Internet, which boasts 384 million users in
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China as of June 2009 (China Internet Network
Information Center, 2010) and whose staggering
growth shows no signs of slowing down in the
years ahead, has been akey cornerstone of China’s
state-orchestrated informatization strategy (Har-
wit, 2008; Tai, 2006).

As a vital part of the overall scheme of open-
ness to the outside world, China has successfully
incorporated the enthusiastic participation and
much-sought-after contribution from global tele-
communications giants such as Yahoo, Google,
Cisco, Microsoft, and SunMicrosystems in its
informatization strives (Cherry, 2005; Israel,
2009; MacKinnon, 2008; Santoro, 2009), and has
attracted considerable global capital in financing
pillar IT enterprises (Harwit, 2008; Segal, 2002;
Tai, 2006). Meanwhile, it has implemented a
wide array of national policies to foster a rising
core of highly innovative and globally competi-
tive Chinese high-tech enterprises encompass-
ing major areas of IT research and development
(Ning, 2009; Segal, 2002). Side by side with the
increasing penetration of the Internet into every
aspect of Chinese society are two simultaneous
initiatives by the Chinese party-state to solidify its
authoritarian control ofa fast-changing society by
harnessing the disruptive and freewheeling nature
of information technology: one is characterized
by a series of legislative acts and administrative
directives to (il)legalize behaviors and prescribe
content online, and the other is marked by the
construction of “one of the largest and most sophis-
ticated filtering systems in the world” (OpenNet
Initiative, 2009a: 1). The latter, officially called
the “Golden Shield” projectand fully implemented
in 2003, is more commonly known as the “Great
Firewall of China.” But China’s online surveil-
lance apparatus is multifaceted and multilayered
in nature, encompassing many more formal and
informal arrangements and approaches than the
Great Firewall and co-opting amultitude of state as
well as non-state actors and entities in effecting an
evolving multi-dimensional regulatory and control
mechanism that has few parallels in the world.
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BACKGROUND: THE RISE OF
SURVEILLANCE SOCIETY

The omnipresence of multiple platforms of infor-
mation technologies and devices in the networked
society has fundamentally transformed surveil-
lance practices of the modern nation-state (Lyon,
2001). Ubiquitous interactivity and connectivity
has led to the rise of “total surveillance society”
(Parker, 2001; Rule, 2002) and “maximum secu-
rity society” (Lyon, 1992; Marx, 1988) in which
pervasive, perpetual, invisible, and dispersed
surveillance of individuals becomes an undis-
missible part of everyday life. Dataveillance, or
“the systematic use of personal data systems in
the investigation or monitoring of the actions or
communications of one or more persons” (Clarke,
1988:499), has become a deeply ingrained ritual
oftoday’s social reality. As a result, the gathering
and sorting of data has been afforded new dimen-
sionsinthe “digital enclosure” (Andrejevic, 2007).
Compared with the conventional state-centric
scheme of social control in the industrial age, the
hallmark of surveillance in the information society
is the massive participation of, and indeed, often-
times domination by, commercial interests and
non-state actors in the expropriation of scattered
private data that can be aggregated for a variety
of monitoring schemes (Gandy, 1993; Haggerty
& Ericson, 2000). Such “monitoring, observing
and tracing” has nowadays expanded the “net of
social control” (Cohen, 1991) to the mobile world
(Lyon, Chapter 13 in this volume).

The logic of bureaucratic surveillance involv-
ing state apparatus typically hinges on justifica-
tions from two grounds: national security and
crime detection/prevention (Lyon, 1992). This
is applicable in democratic societies as well as
authoritarian and totalitarian regimes. That the
state is likely to exercise its surveillance capacity
to maximize its control power is highly congru-
ent with Levi’s (1981) theory of predatory rule
(although she primarily conceptualizes it in the
context of wealth and revenue accumulation). In



18 more pages are available in the full version of this document, which may
be purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/casting-ubiquitous-net-information-control/48354

Related Content

Developing an “App-titude” for Cooking: Helping Adults Promote Positive Cooking Skills With
Children via Mobile Web-Based Accessible Media

Jamie L. Krenn (2019). Advancing Mobile Learning in Contemporary Educational Spaces (pp. 24-59).
www.irma-international.org/chapter/developing-an-app-titude-for-cooking/234047

Mobile Applications for Automatic Object Recognition

Danilo Avola, Gian Luca Foresti, Claudio Piciarelli, Marco Vernierand Luigi Cinque (2019). Advanced
Methodologies and Technologies in Network Architecture, Mobile Computing, and Data Analytics (pp.
1008-1020).

www.irma-international.org/chapter/mobile-applications-for-automatic-object-recognition/214677

Ontology-Based Image Annotation by Leveraging Social Context

Najeeb Elahi, Randi Karlsenand Waqgas Younas (2012). International Journal of Handheld Computing
Research (pp. 53-66).

www.irma-international.org/article/ontology-based-image-annotation-leveraging/69801

Analysis of the Current Situation and Characteristics of College Student “Online Fraud Cases”
Mingyue Qiuand Yitao Yang (2021). International Journal of Mobile Computing and Multimedia
Communications (pp. 56-73).
www.irma-international.org/article/analysis-of-the-current-situation-and-characteristics-of-college-student-online-fraud-
cases/277232

Secure Routing and Scheduling in Ad-Hoc Cognitive Radio Networks for Public Safety

Eric Chan-Tinand Qi Cheng (2014). International Journal of Handheld Computing Research (pp. 44-60).
www.irma-international.org/article/secure-routing-and-scheduling-in-ad-hoc-cognitive-radio-networks-for-public-
safety/124959



http://www.igi-global.com/chapter/casting-ubiquitous-net-information-control/48354
http://www.irma-international.org/chapter/developing-an-app-titude-for-cooking/234047
http://www.irma-international.org/chapter/mobile-applications-for-automatic-object-recognition/214677
http://www.irma-international.org/article/ontology-based-image-annotation-leveraging/69801
http://www.irma-international.org/article/analysis-of-the-current-situation-and-characteristics-of-college-student-online-fraud-cases/277232
http://www.irma-international.org/article/analysis-of-the-current-situation-and-characteristics-of-college-student-online-fraud-cases/277232
http://www.irma-international.org/article/secure-routing-and-scheduling-in-ad-hoc-cognitive-radio-networks-for-public-safety/124959
http://www.irma-international.org/article/secure-routing-and-scheduling-in-ad-hoc-cognitive-radio-networks-for-public-safety/124959

