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INTRODUCTION

The volume and severity of information security
breaches encountered continues to increase as
organizations, including healthcare organizations,
struggle to identify more effective security poli-
cies and procedures. Publicly available guidelines
such as GASSP or ISO17799 that are designed to
facilitate development of effective security policies
and procedures have been criticized for, among
other things, inadequate attention to differences
in organizational security needs (Baskerville &
Siponen, 2002), and for inadequate attention to the
social dimensions of security problems (Dhillon &
Backhouse, 2001). In this contribution, we argue
that the diversity of organizational security needs,
as well as the need to recognize the social dimen-
sions to security problems, will continue to grow
as companies move away from employing unique,
proprietary approaches to software and network

development, in favor of adopting standards-based
plug-and-play applications, and related standards-
based methods and technologies designed to en-
able interorganizational as well as local systems
interoperability.

We use complexity science and adaptive struc-
turation theory to support our arguments that cur-
rent security management policies and procedures
focus on what technologies are used, and on planned
systems use to the exclusion of unplanned—but
real—emergent use and emergent development of
systems. A more holistic approach to security that
adapts to emergent systems developments—and
most importantly, addresses alternative, emergent
uses of systems—is needed, we argue. Throughout
the article, we use examples from the healthcare
sector to illustrate our points. We do this because
Electronic Health Record (EHR) systems that will
enable information to be shared across a variety
of organizations (local doctors’ offices, hospitals,
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health insurance providers, research organiza-
tions, and so on) and users (doctors, administra-
tors, nurses, researchers, and so on) are at the
early stages of adoption in many countries, so that
much can be gained by starting with an informed
view of what can lead to security risks, so that
policies and practices are adopted that can protect
the information that is being shared.

BACKGROUND

Software development has been described as a
“craft” industry, because software applications
are developed one at a time, and labor is by far the
most significant cost of any development project.
Various standards—or generally agreed-upon
activities, methods, functions, protocols, inter-
faces, systems, equipment, materials, services,
processes and products (De Vries, 2005)—have
beenintroduced and employed in efforts to reduce
the labor costs associated with IT projects, espe-
cially in terms of standards designed to facilitate
creation of Web applications (e.g., TCP, HTML,
HTTP, XML, SMTP, UDDI, SOAP).

These standards are generally referred to as
Web standards or Web-based standards, and
their power to provide interoperability between
two or more systems has been established for
decades. However, while these standards have
benefits, it is important to recognize that using
standards has an unintended consequence. More
specifically, it can be argued that, as a result of
successful use of Web-based standards for local
systems development and systems integration,
overall systems architectures are more complex,
ultimately resulting in an environment of greater
information security risk. In the next section, we
explain why standards-based development and
integration increase the overall complexity of the
systems architecture, and subsequently consider
how this influences emergentuse and architectural
complexity, and so information security risk.

1714

INFLUENCES ON ELECTRONIC
HEALTHCARE RECORD SECURITY

IT Standards-Enabled Planned
Systems Development and
Complexity

Atalocal level, using IT standards simplifies the
process of connecting one computer to a network
of other computers. For example, employing
Web standards, countless computers and com-
puting devices around the world are connected,
making the Web infinitely multidimensional
and nonlinear. However, while Web standards
simplify individual systems integration efforts,
they potentially increase the complexity of the
overall system architecture by enabling connec-
tions among heterogeneous systems.

Complex systems are defined as systems that
interweave components in such a way that they
display variation without being random, and
result in a structure that is more than the sum
of its parts (Lissack & Roos, 2000). Complexity
science research has shown that many highly
complex systems—including systems as diverse
as the central nervous system, the biosphere, the
stock market, telecommunications systems, and
human immune system—are not only multidi-
mensional and nonlinear, but are also made up of
many selfsimilar components or properties that,
in turn, enable development of more complex
systems. EHR systems are good examples of such
complex systems.

A number of healthcare data standards (e.g.,
medical code, individual and entity, and transac-
tion processing standards) are now in place for
electronic transmission of administrative data as
a result of the Health Insurance Portability and
Accountability Act of 1996 (HIPAA). Insurance
claims data for a patient may be filed on a laptop
computer or handheld device in a physician’s
office, processed by a claims manager from a
terminal atan HMO, and otherwise accessed from
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