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Chapter  2

BACKGROUND

Forensic psychology is one of the fields of 
psychology of which the general public is most 
widely aware, thanks in part to the numerous 
television programmes and films that have por-

trayed the topic, such as Cracker, Criminal Minds 
and Silence of the Lambs. However, the area of 
offender profiling which is the most commonly 
portrayed activity of forensic psychologists in 
the media, is actually an area in which very few 
forensic psychologists engage, with the majority 
actually working in prison settings (British Psy-
chological Society, 2010), and with only about 
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ABSTRACT

Considering the severity of the problem of cybercrime, it must next be deliberated whether forensic 
psychology can aid in the detection, prevention and governance of these crimes or not. While forensic 
psychology to date has generally focused on violent, sexual and juvenile offences, most of its theory and 
practice can also be applied to other offences, such as cybercrime. This chapter aims to investigate if 
forensic psychology can be useful in solving the problem of cybercrime, and briefly considers to what 
extent it has been applied to these crimes so far. Initially, definitions of forensic psychology will be 
discussed, and the primary responsibilities and activities of forensic psychologists will be described. 
Following this the authors will examine how each of these responsibilities and activities may be applied 
to cybercrime cases, before determining to what extent forensic psychology has been involved in cyber-
crime cases to date. Suggestions will be made for how to promote the benefits of forensic psychology 
in cybercrime cases, and finally proposals for future research and potential trends will be highlighted. 
In order to provide background to the reader who is not familiar with forensic psychology, a very brief 
overview of some of the key research in the field is provided in the appropriate sections below. However, 
the reader is encouraged to consult a textbook on the area in order to gain a more thorough appreciation 
of the breadth and depth of research in this field to date (see for example Davies, Hollin & Bull, 2008; 
Howitt, 2009 or Huss, 2009).
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10% of forensic psychologists and psychiatrists 
ever having engaged in criminal profiling (Torres, 
Boccaccini & Miller, 2006). So, if the majority 
of forensic psychologists are not involved in of-
fender profiling, it must be clarified what exactly 
forensic psychology is, and in what other activities 
its practitioners engage.

What is Forensic Psychology?

There have been numerous definitions offered 
for forensic psychology over the history of its 
existence. Howitt (2009) specifies that while 
“forensic psychology literally is psychology to do 
with courts of law” (p. 1), the actual use of the term 
is much broader. Howitt indicates that the term 
‘criminal psychology’, referring to “the activities 
of all psychologists whose work is related to the 
criminal justice system” (p.1) can also be used. 
Between them, these two definitions cover the vast 
majority of the work of forensic psychologists. 
In truth, while most forensic psychologists work 
directly with offenders, often completing assess-
ments or directing rehabilitation programmes, 
forensic psychology does involve almost every 
aspect of the criminal justice system. This includes 
everyone from the victim and eyewitnesses of the 
crime (perhaps offering counselling, support, or 
assisting in gathering witness statements), to the 
police (developing profiles, but also aiding in 
suspect interviewing and advising in staff recruit-
ment, training and morale), to judges and lawyers 
(advising on how to select jury members, how 
to instruct juries when presenting evidence, and 
providing advice on human decision making strate-
gies) and sometimes even extending their help to 
the general public in advising on how to persuade 
people to engage in crime reduction strategies.

Some definitions of forensic psychology can be 
quite broad, such as that of Wrightsman (2001) who 
indicates forensic psychology is “any application 
of psychological knowledge or methods to a task 
faced by the legal system” (p.2), whereas others 
have a considerably narrower focus, such as that 

of Blackburn (1996) who specifies that forensic 
psychology is “the provision of psychological 
information for the purpose of facilitating a legal 
decision” (p. 7). Howitt (2009) highlights that 
such narrow definitions are problematic, as they 
exclude the work of many psychologists who work 
in criminological settings such as prisons but do 
not work directly in courts. Such definitions also 
exclude the work of those who teach or research 
in topics related to psychology and crime. Davies, 
Hollin and Bull (2008) indicate that forensic 
psychology is a combination of both “legal psy-
chology covering the application of psychological 
knowledge and methods to the process of law 
and criminological psychology dealing with the 
application of psychological theory and method 
to the understanding (and reduction) of criminal 
behaviour” (p. xiii), but they do note that the use of 
the term ‘forensic psychology’ to encompass both 
has been contentious. Nevertheless, it is the term 
that has generally been accepted by the profession, 
supported by the British Psychological Society’s 
decision to change the name of their ‘Division 
of Criminological and Legal Psychology’ to the 
‘Division of Forensic Psychology’ in 1999.

For the purposes of this book, the broadest 
definition of forensic psychology will be used, 
and it will be considered to include any way by 
which psychology can be of assistance at any 
stage in the criminal justice process. With this in 
mind, an overview will be provided of some of 
the main roles of forensic psychologists, and how 
they can be applied specifically to cybercrime.

Principal Roles of Forensic 
Psychologists and Their 
Application to Cybercrime

As outlined above, few forensic psychologists 
are engaged in offender profiling, despite its 
popularity in the media. Nevertheless, it is an 
area where some work has been completed in 
cybercrime cases, and as such is of interest for 
this book. In addition, there are a wide variety of 



 

 

17 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/can-forensic-psychology-contribute-

solving/60681

Related Content

Geographic Profiling for Serial Crime Investigation
D. Kim Rossmo, Ian Lavertyand Brad Moore (2005). Geographic Information Systems and Crime Analysis

(pp. 102-117).

www.irma-international.org/chapter/geographic-profiling-serial-crime-investigation/18819

Multi-Layer Fusion Neural Network for Deepfake Detection
Zheng Zhao, Penghui Wangand Wei Lu (2021). International Journal of Digital Crime and Forensics (pp.

26-39).

www.irma-international.org/article/multi-layer-fusion-neural-network-for-deepfake-detection/281064

Protection of Privacy on the Web
Thomas M. Chenand Zhi (Judy) Fu (2012). Cyber Crime: Concepts, Methodologies, Tools and Applications

(pp. 83-100).

www.irma-international.org/chapter/protection-privacy-web/60943

Effects of Individual Trust in Broadcast Media and the Internet on Privacy-Risking Uses of E-

Health: An Expanded Analysis
E. Vance Wilson, David D. Dobrzykowskiand Joseph A. Cazier (2012). Cyber Crime: Concepts,

Methodologies, Tools and Applications  (pp. 1177-1192).

www.irma-international.org/chapter/effects-individual-trust-broadcast-media/61002

Detection of Anonymising Proxies Using Machine Learning
Shane Miller, Kevin Curranand Tom Lunney (2021). International Journal of Digital Crime and Forensics

(pp. 1-17).

www.irma-international.org/article/detection-of-anonymising-proxies-using-machine-learning/286756

http://www.igi-global.com/chapter/can-forensic-psychology-contribute-solving/60681
http://www.igi-global.com/chapter/can-forensic-psychology-contribute-solving/60681
http://www.irma-international.org/chapter/geographic-profiling-serial-crime-investigation/18819
http://www.irma-international.org/article/multi-layer-fusion-neural-network-for-deepfake-detection/281064
http://www.irma-international.org/chapter/protection-privacy-web/60943
http://www.irma-international.org/chapter/effects-individual-trust-broadcast-media/61002
http://www.irma-international.org/article/detection-of-anonymising-proxies-using-machine-learning/286756

