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INTRODUCTION

The widespread use of Internet and wireless 
networks, the blooming growth in consumer 
electronic devices and the advancement in digi-
tal techniques to achieve high compression rate, 
altogether make it possible nowadays to acquire 

multimedia streams easily. Hence, the owner as 
well as the users of multimedia data is under real 
threat due to the growing concern of copyright 
infringement, illegal distribution, unauthorized 
tampering and security in communication (Cox, 
2001;Wu, 2003). Digital watermarking and 
information hiding that deal with an acceptable 
embedding of an auxiliary data in the digital 
media become a potential solution to the class of 
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ABSTRACT

Digital watermarking (DWM) becomes a multidisciplinary research area involving theory of commu-
nications, signal processing, multimedia coding, information theory, cryptography, computer science 
and game theory etc. This chapter looks digital watermarking as an optimization problem from different 
combination of these areas. The goal is to resolve the conflicting requirements of different parameters 
and properties of digital watermarking. The chapter also presents a review of recent advances in the 
state-of-the-art algorithms for optimized watermarking techniques. Optimized watermarking methods 
are then discussed from the rigorous mathematical analysis to theoretical derivations of algorithms 
with the aid of soft computing techniques. The design and implementation of optimized watermarking 
methods for the image, video and sound signals are discussed in the context of various diverse applica-
tions. Finally, the scope of future research in this area is highlighted.
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problems over the last decade. Several diverse 
disciplines, namely communication, signal pro-
cessing, information theory, computer science to 
very large scale integration (VLSI) technology 
for real time implementation make it an attrac-
tive research field. Digital watermarking (DWM) 
promises to meet plurality of applications varying 
from the conventional applications to the several 
new and promising applications like quality of 
service (QoS) assessment in future generation 
wireless communication, data indexing, medical 
transcription, lured application etc (Eggers, 2002). 
Nature, the best teacher of us, encourages learning 
the analogy of the biological systems to handle 
the challenges in the algorithm and application 
for information hiding too (Pan, 2009). In this 
chapter, the terms watermarking, data hiding and 
information hiding have been used interchange-
ably and indicate the same meaning while the 
term stego is used mostly to emphasize statistical 
non-detectability in data hiding.

Development of digital watermarking algorithm 
experiences a trade-off relationship to meet several 
essential properties. These properties, to cite some, 
include: the quality of the multimedia content con-
taining the hidden data called imperceptibility, the 
security of the hidden data in term of statistically 
non-detection, the number of bits that can be em-
bedded with the limits of acceptable quality called 
capacity, and the robustness indicating the capability 
to withstand the intentional or unintentional signal 
processing operations, called attacks. Interestingly, 
the properties have their own limitations, and they 
might have conflict to one another (Pan, 2004). For 
instance, hiding more information with a given 
decoding reliability degrades perceptual quality 
of the digital content to a great extent or maintains 
perceptual quality at the cost of robustness. The 
primary goal of watermarking is to develop ef-
ficient embedding strategy so that watermark fits 
the cover signal as maximally as possible. It is also 
required that the watermark symbol is expected to 
be detected/decoded reliably from various possible 
degraded versions of the watermarked signal.

Mathematical theory of digital communication 
in general and the information theory in particular 
was used in digital watermarking system design 
to evaluate the ultimate limits of the performance 
achievable by any watermarking scheme subject 
to very general constraints, such as maximum al-
lowed embedding and attacking distortions. Some 
interesting but surprising results are obtained by 
looking at digital watermarking from an informa-
tion theoretic perspective. One such result is the 
independence of watermark detection/decoding 
reliability with/without the presence of host signal 
during decoding. Another benefit obtained by 
looking at digital watermarking from an informa-
tion theoretic perspective is that such an analysis 
provides a number of hints on optimal attacking 
and decoding/detection strategies (Barni, 2004).

Soft-computing, a sub-branch of computer sci-
ence is rich with many optimization tools. In digital 
watermarking, genetic algorithms (GAs) may be 
used to design several optimized algorithms for 
better trade-off in imperceptibility, robustness and 
security. Artificial neural networks (ANN) may 
be used to design robust watermarking for images 
to take advantages of relatively easy algorithmic 
specification, pattern matching and classifica-
tion while designing optimized algorithms. The 
feasibility of support vector machine (SVM) may 
be explored to determine automatically where the 
significant blocks are and to what extent the in-
tensities of the block pixels can be modified (Pan, 
2004). Chaotic dynamic system may be used to 
generate sequences with spectrum properties such 
as lowpass or highpass characteristics in order 
to design optimized watermarking with respect 
to certain types of attacks (Feng, 2006). The soft 
computing techniques clubbed with wavelets such 
as probabilistic neural network and wavelets, spik-
ing neural network and wavelets, GA and wavelets 
are also used extensively for better optimization 
in data hiding problems (Pan, 2009).

Although knowledge of different diverse disci-
plines have been applied in watermarking research, 
major emphasis is focused everywhere to resolve 
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