
Secure Knowledge Management for Healthcare Organizations   321

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.

Chapter XXIII
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ABSTRACT
As the healthcare industry enters the era of knowledge management it must place
security at the foundation of the transition. Risks are pervasive to every aspect of
information and knowledge management. Without secure practices that seek to avoid
or mitigate the effects of these risks, how can healthcare organisations ensure that
knowledge is captured, stored, distributed, used, destroyed and restored securely? In
an age where risks and security threats are ever-increasing, secure knowledge
management is an essential business practice. The cost of security breaches in a
healthcare context can range from the unauthorized access of confidential information
to the potential loss or unauthorized modification of patient information leading to
patient injury. In this chapter the authors highlight different approaches to minimising
these risks, based on the concepts of authentication, authorization, data integrity,
availability and confidentiality.  Security mechanisms have to be in-depth, rather like
the layers of an onion, and security procedures have to be dynamic, due to the
continually changing environment. For example, in the past, cryptographic algorithms
that were proven to be safe, e.g., 56 bit key DES, have succumbed to advanced computer
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power or more sophisticated attacks, and have had to be replaced with more powerful
alternatives.  The authors present a model for ensuring dynamic secure knowledge
management and demonstrate through the use of case studies, that if each of the security
layers are covered, then we can be reasonably sure of the strength of our system’s
security.

THE CONTEXT FOR SECURE
KNOWLEDGE MANAGEMENT

Knowledge is intangible, expensive to obtain, easy to lose and invaluable to
organizational success. An organization’s knowledge can also be easy to view, steal,
manipulate and delete. In the physical world knowledge is protected by structures such
as non-disclosure agreements, filing cabinets and shredding machines. In the digital
world the same kind of mechanisms are required to ensure our knowledge is well
protected.

Security threats to organizational data are increasing exponentially both within
organizational boundaries and externally. According to the respected CSI/FBI Computer
Crime and Security Survey 2002 (Power, 2002), the largest majority of attacks on computer
networks are internal. In this chapter initially we present a conceptual model for ensuring
secure knowledge management in healthcare.  Then we introduce key security technolo-
gies which can be used to implement components of the model, as well as providing
background information on how these components have traditionally been implemented
within IT systems. Finally we provide case studies of recent implementations that
illustrate use of the model. We believe this will convince the reader that security is a
necessity in the implementation of Knowledge Management Systems (KMS).

ENSURING SECURE KNOWLEDGE
MANAGEMENT IN HEALTHCARE

A model for ensuring secure knowledge management in healthcare is shown in
Figure 1.
• authentication: (1) Security measure designed to establish the validity of a

transmission, message, or originator; (2) a means of verifying an individual’s
eligibility to receive specific categories of information (NIS, 1992) (see “Authen-
tication Mechanisms”);

• authorization:  (1) The rights granted to a user to access, read, modify, insert, or
delete certain data, or to execute certain programs; (2) access rights granted to a
user, program, or process (NIS, 1992) (see “Authorization Mechanisms”);

• data security (privacy): (The) protection of data from unauthorized (accidental or
intentional) modification, destruction, or disclosure (NIS, 1992);

• data integrity: 1. (The) condition that exists when data is unchanged from its
source and has not been accidentally or maliciously modified, altered, or destroyed
(NIS, 1992) (see “Data Security and Integrity during Transfer”);
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