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Chapter | X

The TCP/IP Game

Norman Pendegraft
University of Idaho, USA

ABSTRACT

This chapter describes a simulation game used to help students understand the operation
of TCP/IP. In the game, students play various layers of TCP/IP on several machines and
collaborate to transmit a message from one application to another. The gameisused in a
telecommuni cati ons management cour setaken primarily by MISmajorsat the senior level.
The game consumes about 1 hour, and anecdotal evidence suggeststhat it ishelpful to the
students.

INTRODUCTION

Many | Scurriculaoffer atel ecommuni cationsmanagement course. Our courseattempts
to balance the technical and managerial issuesinvolved in TC management, and because of
thelarge subject matter, timeislimited for each topic. Thetechnical topicsinclude TCP/IP
and the more general 1SO layered model. It has been my experience that many students,
exposed only to reading and lectures, do not understand the interaction between the layers,
or why each isnecessary, or how thewhole package works. Onepossible solutionisto have
the students build a computer simulation of TCP/IP, however, such an assignment istime
consuming andtechnically demanding. For all itsvalue, it seemsamisuseof thelimitedtime
availableinthiscourse. Another alternativeisto create asimulated system and | et students
experiment withit. For example, Campbell (1996) simulated acomputer and | et studentswrite
assembly language programs to run on the computer. Y et another alternative isto develop
asimulationgame.
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SIMULATION GAMING

Simulation gamingispredicated onthenotionthat studentslearnbetter from experience
than from lecturesand reading. It also introducesasense of play into learning, which makes
itfun, asit should be. Studentsareactively involved rather than passive, and the connections
between piecesareoften easier to seewhenexperienced (Corbeil, 1989; Greenbl at, 1988). After
many years of experience using various games in class, the author has come to believe
strongly intheir value as pedagogical vehicles(see, for example, Butterfield & Pendegraft,
1996; Pendegraft & Watson, 1990). Informal student response to these games has been
enthusiastic. Here, a simulation game was developed to let the students experience the
operation of TCP/IP. The purpose of the simulation wasto hel p the students understand the
functionof eachlayer and, inparticul ar, tounderstand how thelayersinteract with each other.

TCP/IP

Therearemany excellent discussionsof TCP/IP (for example, Hunt, 1998). Thissection
isnotintendedto giveadetailed or technical descriptionof TCP/IP, butrather toclarify some
of thesimplificationsimbeddedinthesimulation. Inorder tokeep thesimulation manageabl e,
many of the specific functions are excluded from the simulation or are included only
notionally: that is, they are dealt with via conversation between the students and the
instructor.

TCP/IP is a layered packet switching protocol. Messages are broken into pieces
(packets), each of which is sent to the destination independently of the other pieces. Each
layer performs a set of functions, which together, result in a reliable communications
connection. Each layer adds to the packets its own header containing information needed
by thesamelayer at thereceiving end. While each |ayer may take the packet from the higher
layer and break itinto smaller pieces, thisisonly doneby the TCPlayer inthesimulation. Error
correctionishandled notionally. Thissimplifiesthesimulationand allowsfor focusonmore
important issues. A brief summary of each TCPlayer follows.

Application Layer

The application layer includes processes like email, Web services, and database
management systems. A port number identifies each application running on top of TCP/IP.
Several well-known port numbers are used in the example.

TheDomain Name Service (DNS) isan application layer servicethat convertsdomain
names like www.whitehouse.gov or ebay.com into their |P addresses. DNS services are
outside the scope of this exercise and are notional in the simulation. DNS information is
assumed availableto |Pinthe simulation.

TCP Layer

The transport control protocol (TCP) creates and maintains connections between
machines. It breakstrafficinto piecescalled segments, cal culatesand appendsaCRC (cyclical
redundancy checksum) to each, and sendsthemtothenextlayer, | P. Each packet isaddressed
to the correct port (application) on the receiving machine. TCP on the receiving machine
checks the CRC of each segment and acknowledges those correctly received. Those
unacknowledgedintimeareresent. Error detectionand retransmissionarehandled notionally
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