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Internet security is a big challenge for Internet users, and passwords are the primary means of authenti-
cating users. Establishing identity is becoming difficult in this vastly interconnected society. The need for
reliable Internet security techniques has increased in the wake of heightened concerns about security and
rapid advancements in networking, communication, and mobility. Biometrics is the science of identifying
an individual based on his physical (static) or behavioral (dynamic) characteristics, and it is beginning
to gain acceptance as a legitimate method for determining an individual’s identity. Biometrics has been
used for many years in high security government and military applications, but the technology is now
becoming affordable for use as an authentication methods and general security feature. In this chapter,
the authors provide an overview of Internet security using Biometrics.

INTRODUCTION

Internet security is concerned about the protection
and access of information elements (e.g. multi-
media data) thereby ensuring that only authorized
users are able to access the contents available in
digital media. Hackers and impostors are posing
threat to a country (by hacking sensitive docu-
ments) and the society (by economic fraud and
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accessing secret information). Internet users such
as military, intelligence, organizations, authors,
authorized distributions or individual users are
losing billions of dollars or their secretinformation.

Earlier, security was synonymous with secrecy
and the shared secret between two business parties
was a worldwide approach. But secret passwords
require a great deal of trust between secret sharing
parties. It is difficult to trust the administrator or
otherusers of the internet network service provider
that we access.
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Most computers hacking today are due to
compromise by system users or hackers using
legitimate accounts to gain access to security.
The identity of a person is becoming challenging
in vastly connected information society. A large
number of biometric-based identification systems
are being deployed for many civilian and forensic
applications invoking considerable interest.

It is difficult to ignore the presence of the
internet economy or its future potential growth.
It is always been suggested that there is no way
of making the internet ‘hundred percent safe and
secure. Therefore, organizations and Government
are forcing to implement high security policies
to prevent unauthorized access into corporate
networks to overcome risk. (Reid, 2003)

INTERNET SECURITY

Existing Security Primitives
and Their Limitations

The existing security primitives use a generic cryp-
tographic system, the user authentication method
is possession based. It means the possession of

Figure 1. Different methods to remember passwords

the decrypting key is sufficient to establish the
authenticity of the user. Since cryptographic keys
are long and random they are difficult to member.
So, these keys are stored and released based on
some alternative authentication mechanism i.e.
password. As shown in Figure 1 if internet users
use simple password then it is easy to guess, and
they compromise security and complex password
which are difficult to remember, and are costly
to maintain. Most internet users use the same
password across different application, as hacker
or impostor after getting a single password can
now access multiple applications. Soin amultiuser
account case, passwords are unable to provide no
repudiation.
Password Survey (Nov. 2006)

1. 26%- use common words, dates, phone, ad-
dress numbers

2. 38%- recycle old passwords

3. 62%- change password only if perceiving a
security threat

4. 17%- keep password list on monitor, key-
board or desk drawer.

How People Remember Passwords?

5

100%%
90°
80%
T0%
60%
50%
40%
30%
0%
10%

" 0

30-39 40-49 50-59

W VWiite them down and stick them on or under
my monitor, kevboard or desk drawer.

B Maintain them in a simple text or spreadsheet
file on my PC

W Maintain them in a hidden or encivpted file on
my PC or hide them in a desk drawer or file
cabinet that would not be easily fomud

B Use a password manager software tool to
manage and use my passwords

B Corumnit them to memory only.

=59

Age

1681



26 more pages are available in the full version of this document, which may
be purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/internet-security-using-biometrics/75095

Related Content

Privacy-Aware Web Service Composition and Ranking

Elisa Costante, Federica Paciand Nicola Zannone (2015). Standards and Standardization: Concepts,
Methodologies, Tools, and Applications (pp. 1653-1675).
www.irma-international.org/chapter/privacy-aware-web-service-composition-and-ranking/125363

Foundations and Future Prospects of Standards Studies: Multidisciplinary Approach
Shiro Kurihara (2008). International Journal of IT Standards and Standardization Research (pp. 1-20).
www.irma-international.org/article/foundations-future-prospects-standards-studies/2592

ICT Policies on Structural and Socio-Cultural Participation in Brussels

Stefan Mertensand Jan Servaes (2011). Handbook of Research on Information Communication
Technology Policy: Trends, Issues and Advancements (pp. 319-336).
www.irma-international.org/chapter/ict-policies-structural-socio-cultural/45393

Framework for Effective Development of Information and Communication Technology (ICT)
Policy in University Libraries in Nigeria

Okon E. Aniand Margaret Edem (2011). Frameworks for ICT Policy: Government, Social and Legal Issues
(pp. 148-163).
www.irma-international.org/chapter/framework-effective-development-information-communication/43778

Building the Conceptual Model

Robert van Wessel (2010). Toward Corporate IT Standardization Management: Frameworks and Solutions
(pp. 78-111).

www.irma-international.org/chapter/building-conceptual-model/41600



http://www.igi-global.com/chapter/internet-security-using-biometrics/75095
http://www.irma-international.org/chapter/privacy-aware-web-service-composition-and-ranking/125363
http://www.irma-international.org/article/foundations-future-prospects-standards-studies/2592
http://www.irma-international.org/chapter/ict-policies-structural-socio-cultural/45393
http://www.irma-international.org/chapter/framework-effective-development-information-communication/43778
http://www.irma-international.org/chapter/building-conceptual-model/41600

