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ABSTRACT
In the process of data mining, techniques used, and results gathered, became ethically or even legally
questionable due to the concern of the violation of individuals’ privacy when specific information is
obtained, manipulated, and disseminated by other entities without an individual’s knowledge or consent.
In other words, it is not the concern of what data is being mined, but more so regarding who is the miner
of these data. This chapter is based on a review of the existing studies, which shows that not enough
attention has been paid to the study of the “miner,” as well as the ethical and legal qualifications of
the miner, from the perspectives of organizational development practitioners (OD) and organizational
psychologists (OP) in approaching for certifying or licensing. During the review, several cases are being
included to justify the certifying or licensing approach, thus upholding ethical data mining, especially
in relation to the socio-economic development of a community, or county. This research concludes with
a few practical recommendations for both data miner(s) and entities that are involved with data mining.

INTRODUCTION
The use of databases to harness the power of
data is not new, for it has occurred for centuries,
and continues to grow rapidly for three primary
reasons. First, organizations are beginning to
understand that databases have the power to sort
through massive amounts of meaningless data

and turn it into understandable and useful information. Second, the increased uses of database
technologies make it possible to eliminate existing paper-based systems and digitize data, which
ultimately makes it significantly easier to manage
and effectively utilize it. Third, the major factor
that has influenced database use is the advancement of digital storage technology.
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Ethical and Legal Data Mining

The aim of most data mining applications is to
extract useful new information from large volumes
of structured and unstructured data, originating
from various sources. The extracted information
may be used for prediction and planning purposes
or to improve the quality of business. Most data
mining applications inevitably process data or information of a personal nature. Like most statistical
methodologies, data mining, by itself, is ethically
and legally neutral. This is particularly so because
the term data mining is a generic one referring to
a wide range of procedures, involving diverse data
sets, and carried out for numerous purposes. As
such, data mining is an umbrella concept. Thus, it
is the techniques and some results of data mining
that become ethically or even legally questionable.
The privacy of an individual can be violated when
specific information is obtained, manipulated,
and disseminated by other entities without an
individual’s knowledge or consent (Olson, 2007).
Due to the violation of individuals’ privacy,
ethical and legal concerns in data mining arise,
and are clustered around three different sets of
issues. First, those related to the validity and
appropriateness (method/how) of the statistical
method employed. Second, those related to the use
of microdata pertaining to identifiable individuals
or mesodata used to target vulnerable population sub-groups (reason/why). Third, those that
give rise to possible disservices to the statistics
profession or to statistical agencies due to public
backlash over actual or perceived shortcomings
of specific data mining applications or other
statistical techniques used in counterterrorism
work (result/who). In other words, it is not the
concern of what data is being mined, but more
so regarding who is the miner of these data. Here
implies the intricate notion of the miner, not the
data itself, which is neutral and this, involves issues, such as legal and ethical aspects of the data
mining that deserves appropriate attention from
the data miners.
A review of the existing studies show that
not enough attention has been paid to the study
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of the “miner,” as well as the ethical and legal
qualifications of the miner, from the perspectives of organizational development practitioners
(OD) and organizational psychologists (OP).
The approach utilized here is an interdisciplinary approach from the social sciences, the OD
and the OP, on ethical and legal factors via the
three views of data mining: the function-oriented
view, the theory-oriented view, and the procedure/
process-oriented view. This study has tried to
provide solutions to resolve the existing gap in the
field of data mining regarding ethical and legal
concerns. This research approach concludes with
practical recommendations for both data miner(s)
and entities that are involved with data mining
and data miner(s).
According to Dr. Hakikur Rahman and Dr.
Isabel Ramos, in the call for chapters, the target
audience of this book, especially this chapter,
consists of scientists, researchers, and practitioners
working in the field of data mining, data warehousing, and database management and information
systems technologies. The target audience also
includes academics, research institutes, and individuals who are interested in this field, and most
important of all, the large number of members in
the public sector including government agencies,
ministries, education institutions, health service
providers, financial service providers, social
service providers and other types of government,
commercial and not-for-profit agencies, not just
for computer science professionals and practitioners, specifically software engineers and data
miners. Therefore, this chapter applies not just to
computer science professionals and practitioners,
specifically software engineers and data miners.
It applies to researchers, practitioners, academics
and individuals as mentioned above belonging
to multi-disciplinary platforms. As such, as an
organizational development and an organizational
psychology practitioner, the author encourages the
target audience to be open-minded, open-ears, and
open in the finding the objective. The knowledge,
information, and lessons covered here are unique
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