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Privacy and Pervasive 
Surveillance:

A Philosophical Analysis

ABSTRACT

This chapter analyzes some tools of pervasive surveillance in light of the growing philosophical literature 
regarding the nature and value of privacy. It clarifies the conditions under which a person can be said to 
have privacy, explains a number of ways in which particular facets of privacy are morally weighty, and 
explains how such conceptual issues may be used to analyze surveillance scenarios. It argues that in many 
cases, surveillance may both increase and decrease aspects of privacy, and that the relevant question is 
whether those privacy losses (and gains) are morally salient. The ways in which privacy diminishment 
may be morally problematic must be based on the value of privacy, and the chapter explains several 
conceptions of such values. It concludes with a description of how some surveillance technologies may 
conflict with the value of privacy.

INTRODUCTION

The potential for continuous, contextual infor-
mation gathering about individuals, referred to 
as pervasive surveillance or uberveillance, adds 
to the growing list of privacy issues with which 
contemporary societies must contend, including 
expanded legal authority for surveillance, growth 
of relational databases and an industry dedicated 

to filling them, ease of information sharing in 
social networks, surveillance initiatives in the 
service of public health, and sophisticated sensing 
technologies. Commentary lamenting privacy loss 
is common, dating back over a century, and many 
of us are familiar with commentary dismissing 
concerns about privacy, either on the grounds 
that we already have no privacy or that we cannot 
make legitimate claims to it.
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The purpose of this paper is to analyze privacy 
claims in the context of pervasive surveillance, 
drawing on a growing philosophical literature on 
privacy. Specifically, I address problems related 
to the concept of privacy itself and problems 
in determining whether privacy loss is morally 
important. I will begin by describing a small 
part of the pervasive surveillance terrain, using 
examples that will help illustrate several important 
conceptual and moral problems. I then address 
the notion of privacy loss itself, offering an ac-
count that accommodates the broadest array of 
conceptual issues. Although it is obvious that 
pervasive surveillance technologies diminish 
aspects of privacy, they cannot destroy privacy 
altogether. In addition to diminishing privacy, 
pervasive surveillance can actually serve to pro-
tect certain aspects of privacy. Indeed, the more 
important issue is whether pervasive surveillance 
undermines or protects morally salient aspects of 
privacy. Put another way, whether there are privacy 
harms, whether privacy claims are impinged, and 
the extent to which objections to privacy loss are 
justified depends on the features of that loss. To 
address that issue, I outline several ways in which 
privacy loss may be morally weighty and apply 
the framework developed to some of the ways 
surveillance technologies may be deployed. I 
then describe the relationship between the value 
of privacy and rights to privacy, and conclude by 
noting the limitations of the analysis offered and 
directions for further work.

BACKGROUND

Pervasive surveillance, or “uberveillance”—a 
term developed by Michael and Michael to de-
note the intersection between automatic location 
identification, contextual information gathering, 
and implantable devices—is difficult to pin down 
precisely (Michael & Michael, 2007). Roughly, the 
notion is one of widespread and well-integrated 

information gathering that tracks persons or ob-
jects in many areas, and incorporates contextual 
information. The degree to which contextual 
information may eventually be incorporated into 
surveillance systems, the ability for people to 
create new uses for technologies, and individual 
willingness to be surveilled is difficult, if not im-
possible, to predict. This is not an attempt to offer 
an overarching vision for the direction and future 
of pervasive surveillance. Rather, in this back-
ground section I will draw on the work of others 
who have analyzed the technological landscape in 
greater detail and point out some possibilities for 
pervasive surveillance in different arenas, offering 
examples of pervasive surveillance technologies 
that will provide a foundation for the discussions 
of privacy and claims to privacy in the following 
sections.

There are any number of technologies that can 
be developed or deployed as part of pervasive 
surveillance. A useful starting point is Radio 
Frequency Identification Devices (RFID). Katina 
and M.G. Michael have written extensively on 
RFIDs that can be attached or embedded into 
objects (for example products in a supply chain 
for tracking purposes), into animals (for example, 
into pets or livestock for identification purposes), 
or into people (for example, into employees for 
access purposes) (Clarke, 2007; Michael & Mi-
chael, 2007). Such devices may be passive, merely 
providing a unique identifier when scanned by a 
fixed or mobile reader, or active, recording and/
or transmitting information about the condition of 
the object, animal, or person to which the device is 
attached or in which it is embedded. The primary 
implantable devices until now have been passive 
RFIDs that allow for personal identification and 
tracking (Kosta & Bowman, 2011; Rotter, Das-
kala, & Compano, 2008). However, future devices 
may be able to monitor physiological states of the 
implantee (Kosta & Bowman, 2011); indeed, one 
important provider of RFID devices for medical 
purposes has announced the development of an 



 

 

30 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/privacy-and-pervasive-surveillance/96002

Related Content

User Centered Technologies, Serious Games and Learning: A Critical, Speculative Perspective
Giuseppe Conti, Raffaele De Amicis, Gabrio Girardiand Michele Andreolli (2011). Handbook of Research

on Technologies and Cultural Heritage: Applications and Environments  (pp. 411-426).

www.irma-international.org/chapter/user-centered-technologies-serious-games/50281

Mobile Virtual Blackboard as Multimodal User Interface
Sladjana Tesanovic, Danco Davcevand Vladimir Trajkovik (2009). Multimodal Human Computer Interaction

and Pervasive Services (pp. 366-388).

www.irma-international.org/chapter/mobile-virtual-blackboard-multimodal-user/35898

ID Scanners and Überveillance in the Night-Time Economy: Crime Prevention or Invasion of

Privacy?
Darren Palmer, Ian Warrenand Peter Miller (2014). Uberveillance and the Social Implications of Microchip

Implants: Emerging Technologies  (pp. 208-225).

www.irma-international.org/chapter/id-scanners-and-berveillance-in-the-night-time-economy/95995

A Socio-Technical Perspective on Threat Intelligence Informed Digital Forensic Readiness
Nikolaos Serketzis, Vasilios Katos, Christos Ilioudis, Dimitrios Baltatzisand George J. Pangalos (2017).

International Journal of Systems and Society (pp. 57-68).

www.irma-international.org/article/a-socio-technical-perspective-on-threat-intelligence-informed-digital-forensic-

readiness/193642

A Field Study of Older Adults with Cognitive Impairment using Tablets for Communication at

Home: Closing Technology Adoption Gaps using InTouch
Aaron Yurkewich, Anita Stern, Rushmita Alamand Ron Baecker (2018). International Journal of Mobile

Human Computer Interaction (pp. 1-30).

www.irma-international.org/article/a-field-study-of-older-adults-with-cognitive-impairment-using-tablets-for-

communication-at-home/201936

http://www.igi-global.com/chapter/privacy-and-pervasive-surveillance/96002
http://www.irma-international.org/chapter/user-centered-technologies-serious-games/50281
http://www.irma-international.org/chapter/mobile-virtual-blackboard-multimodal-user/35898
http://www.irma-international.org/chapter/id-scanners-and-berveillance-in-the-night-time-economy/95995
http://www.irma-international.org/article/a-socio-technical-perspective-on-threat-intelligence-informed-digital-forensic-readiness/193642
http://www.irma-international.org/article/a-socio-technical-perspective-on-threat-intelligence-informed-digital-forensic-readiness/193642
http://www.irma-international.org/article/a-field-study-of-older-adults-with-cognitive-impairment-using-tablets-for-communication-at-home/201936
http://www.irma-international.org/article/a-field-study-of-older-adults-with-cognitive-impairment-using-tablets-for-communication-at-home/201936

